CUCTEMA ®
YNPABJIEHUA
BA3AMU
OAHHbIX

NNMHTEP BACTWOH
NMHTEP CTAHOAPT

Moaenb 3aluMTbl AaHHbIX

HAYYHO-INMPOU3BOACTBEHHOE MNPEAONPUATUE

PEIIIKC




TOBaprle 3HakKu

PEJIDKC™, JIMHTEP® sBnstoorcs TOBapHBIMU 3HaKamu, npuHaiexammvu AQO HIIII
«Pensuronnbie sKkcniepTHhIe cucteMb» (manee nmo Texcty — kommanus PEJIDKC). [Ipoune
Ha3BaHUsI M OOO3HAYEHUS MPOAYKTOB B JOKYMEHTE SIBJISIOTCS TOBApPHBIMH 3HAKAMHU HX
MIPOU3BOAUTENEH, TPOAABIIOB WM Pa3paOOTUUKOB.

UHTennekTyanbHasi CO6CTBEHHOCTb

[TpaBoobnanarenem npoaykroB JIMHTEP® siBnsiercst komnanus PEJIOKC (1990-2026). Bee
IpaBa 3alIHIICHBI.

JIaHHBI JOKYMEHT SIBISICTCS PE3YJIbTaTOM HWHTEJUIEKTYaJbHOM NEATEIbHOCTH, IIpaBa Ha
KoTopbIi npuHaanexar komnanuu PEJIDKC.

Bce wmarepmanbel JaHHOTO JOKyMEHTA, a TaKXe €ro 4acTu/pasfensbl MOTYT CBOOOIHO
pa3MemaTbCs Ha JIIOOBIX CETEBBIX pecypcax IMPHU YCIOBUU YKa3aHHWS HAa HUX HMCTOYHHKA
JIOKyMEHTa ¥ aKTUBHBIX CCBhUIOK Ha caiiTel komnanuu PEJIDKC: relex.ru u linter.ru.

[Tpu wcmonp30BaHUM JTHOOOTO MaTepuaia W3 JAHHOTO JOKYMEHTa HECETCBBIM/IICYATHBIM
U3aHNeM 00s13aTeIbHO YKa3aHUE B TOM M3/IaHUW UCTOYHHKA MaTepralia M CChUTOK Ha CalThI
xkomrraunu PEJIDKC: relex.ru u linter.ru.

[{utupoBanue MHGOpPMALUK U3 JAHHOTO JIOKYMEHTa B CPEJACTBaX MAaccOBOM HH(pOpMaluu

JIOITYCKaeTCsl MU 00s13aTeIbHOM YIIOMMHAHUU MEPBOUCTOYHUKA MH(POPMAMM U KOMIIAHUU
PEJIDKC.

Jltoboe ucnonb3oBaHHE B KOMMEPYECKHX LEISIX HHGPOpMAIMM W3 JAHHOTO JOKYMEHTA,
BKJIIOYass (HO HE OrpaHUYMBASICh ATHUM) BOCIPOW3BEACHHE, Iepeaady, MnpeoOpa3oBaHHE,
COXpaHEHHE B CHCTeME IIoMcKa HH(popManuu, I[epeBoJ] Ha Jpyroil (B TOM 4YHCIe
KOMITBIOTEPHBIN) SI3bIK B KakoM-1100 (hopMe, KaKUMHU-TUOO CpelCTBaMU, 3JIEKTPOHHBIMH,
MEXaHUYECKUMHU, MArHUTHBIMU, ONTHYECKUMH, XUMHUYECKUMH, PYYHBIMU WIM HHBIMH,
3anpenieHo 0e3 mpeaBapuTeIbHOTO MMCbMEHHOTO pasperieHus: komrnannu PEJIDKC.

O noKkymeHTe
Marepuain, conepkaliuiicss B JaHHOM JIOKYMEHTE, IpPOIIEN JOCKOHAJIbHYIO MPOBEPKY, HO
xomranusi PEJIOKC He rapanTHpyer, 4TO JOKYMEHT HE COAEP>KUT OLIMOOK U IMPOITYCKOB,
MIO3TOMY OCTAaBIISIET 3a COOOM MpaBoO B JII000E BpeMsi BHOCUThH B JJOKYMEHT HCIPABICHUS U
M3MEHEHUs, IepecMaTprUBaTh U OOHOBJIATH COIEPIKALLYIOCS B HEM UH(OPMALIUIO.
KoHTakTHble AaHHble

394006, Poccus, r. Boponex, yin. baxmerbeBa, 2b.

Ten./daxc: (473) 2-711-711, 2-778-333.
e-mail: info@linter.ru.

TexHu4eckas noaaepXxkKa

C uenbio moBbleHUs: kadectBa nporpammuoro npoaykra JIMHTEP u npenocrasnseMbix
yeiyr B komnanuu PEJIDKC nelictByer aBTOMaru3npoBaHHasi cuctemMa y4éra u oOpaboTKu
M0JIb30BATENbCKUX pekinamanuidl. O00 Bcex OOHApy)KEHHBIX HEJOCTAaTKax W OMMOKax B
IIPOrpaMMHOM MPOAYKTE W/WIM AOKYMEHTAllMM Ha HETO0 IMPOCHM COOOLIaTh HaM B pasjeln
ITonnepxka Ha carite JINHTEP.

© AO HIIIT «PEJIJKC», 1990-2026


https://relex.ru
https://linter.ru
https://relex.ru
https://linter.ru
mailto:info@linter.ru
https://linter.ru/support/

CopepxaHue

(] a1 o 5 Lo =3 T S 2
HA3BHAUEHME JOKYMEHTA ....uciiiiiiiiiie e e ee et e ettt e e e e e et e e e e e e e et e e e e e e e eeaaaeeeeeeennanns 2
[N KOro NPeHABHAYEH JOKYMEHT ....ccceiiiiiiiieeeeeeeeiiieeeeeeeeeaaaseeeeeeeassaaeeaeseessnanaaeaeaenes 2
HeobxoanMble MPeABaAPUTENBHBIE 3HAHMST .......uuieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaan e 2
[OMONMHUTENBHBIE JOKYMEHTDI ..vuuuiieiieiiiieeeeeeeeetteeeeeeeetaaa s e e e eeeeasa e eeeeeesnnaeeeeeeeesnnanns 2

Loy a LY g LT TTT 7 = 3
MoLenb JOCTYNA K LAHHDBIM .......uiiieeeieiiiiieeeeeeeeetsiaeeeeeeesanaasaeeesesssnnaeeesessnnnnaeaeeeesnnnnns 3
OTTEMEHTBI BALLINTBI ..cvvuieeetieeeeee e e e eet e e e ee e e e ea e e e s e e e e ee s eeee s eeeesan s e ssaaseseannseeennaeeennns 3
(09 (1Y =TT TN 1 = 11
BULBI HAPYLLEHUM .....oiieeeeeeee et e ettt s e e e e et e e e e e e e et e e e e e e eeaaaaeeas 12

O6BEKTbI KOHTPOSA KC3 ... e e e e e e e as 13
J o] g IS (Yot R T= TR N1 b = TR 14
DOUBMUECKAT BALLINTA «evneeeeeneeee e e et e et e e e e e e e e e et e e e e e e e e e e e e e e e e e e e eeenns 14

Cyb6beKkTbl KOHTPOMA KC3 ... e 15
[PYNNa AOCTYMA CYODBEKTA ....cooiiiiiiiiiiiiiiiiiit e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeseas s a e as 16
YPOBEHD AOCTYMA CYODBEKTA ...cceiiiiiiiiiiiiiiiiiiieeeee e e e e e e e e eaaaeeeeeeeeeeeeeeaessaanan e e aeeeeens 16
YPOBEHD AOBEPUSA CYDBEKTA ....ccceeiiiiiiiiiieeeiiiii e e e e e e e e e e e e e e e e e e e e e e e e e eeees s s aaanes 16

MpaBuna pasrPaHUYEHUA AOCTYIIA ......uuuiiiieiiiiiiieeeeeeeetieeeeeeeeetaaeeeaeeeasaaeeeeesensnnaaees 17
[VCKPELMOHHBIN NPUHLNM KOHTPOSMA JOCTYIMA ..uieeeiiiiiiieeeeeeeeiiee e e e e eeeerns e e e e e eeanna s 17
MaHaaTHBLIM NPUHLUUM KOHTPOSMSA JOCTYIA «..ceeeeiiiieeeeeeeeeiieeeeeeeeenaaeeeeeeeannneeeeeeeesnnnnns 20
MHOTOYPOBHEBAS BALLIMTA ....eeeeeeiiiieeeeeeeiiiiaeeeeeeeeasaeeeeeeeeesaaeaeeaeesssnaaeeeeeeesnnnnaaeaeennes 21

PekomeHpauum no co3aaHUO/M3MEHEHUIO MPL ............oooveiiiii e, 22
CnpaBoyHas B[l OAHOrO aAMMHUCTPATOPA ..eevvereeeeeeeeeeeiiinieeieeeeeeeeeeaeaaeeeeesaanannnneenees 22
AOMUHUCTPATOP Y CONNECE-MOMB30BATENMM .eeeeeeeeeeeeeeeiieiiieeeeeeeee e e e e e e e e e e e e eaennneeeeeees 22
ALMUHAUCTPATOP M ABA HE3ABUCUMDBIX OTAEIIA .eevvvrinieeeeeeiiieeeeeeeeetnnaeeeeeeessnnnaaeeaeeeens 23
[1Ba HEPABHOMPABHBIX OTOEITA «.evuuuieeeeiiiiiiieeeeeeeettiaaeeaeeeessaaaeeeseeensaaaaeaeeesssnnaaeaaeennes 24
NHdopmaTopbl, BEPUDUKATOPBI N QHATUTUKM ...ceeevvieeeeeeeeiieeeeeeeeerie e e e e e e eerane e e 25
PasrpaHnyeHne gocTyna B OOHOM TABITMLIE ......ooovvvviiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeennes 26
HECKONBKO aAMUHUCTPATOPOB .....eeeeeeiiiieeeeeeetrtiseeeeeeessaaaaeaeeeesanaeeeeeeesannaeeeeensnnanns 27

© Mopaeasb 3amuThl AaHHbIX. AO HIIIT «PEJI9KC», 1990-2026 1



NpepucnoBue

Ha3sHayeHne nokymMeHTa

Hacrodmmii JOKyMEHT CONEpPKUT ONMCAHWE MOJEIW 3allUThl, 3aJaloUIed MPUHIKUII
pasrpaHudeHust A0CTYIa, ONMcaHue npasui pasrpannyenus nocryna (I1P1) u ux uzmenenus,
OMMCaHNE MEXaHU3Ma YIIPABICHUS JOCTYIIOM.

B ommcanmne MOACIIN 3alllMThI BKIIFOYCHBI CICAYIOMIUC ITOJIOKCHUA:

¢ HCIIOJIB30BAHHUC BBICOKO}’pOBHCBOfI CHCI_[I/I(i)I/IKaHI/H/I JaCTh KOMILICKCAa CPEACTB 3allMThbI
(KC3), peanusytomiero MexaHu3M yIPaBICHUS TOCTYTIOM U €ro HHTEP(EHCOB;

 BepuduKalMs BBICOKOYPOBHEBOM crieliM(PUKAIIMK HAa COOTBETCTBUE 3aJaHHBIX MPUHIIUIIOB
pasrpaHu4yeHust JOCTyIa;

* oTOOpakeHue BhICOKOYpoBHEeBOH crnierudukanuu KC3 nocnenoBarenbHo B cienuduKaim
OJTHOTO WJIM HECKOJIbKMX HWKHUX YPOBHEH, BIUIOTH A0 pealu3alli BbICOKOYPOBHEBOM
cnenudukanuy KC3 Ha s3b1ke IporpaMMHUpOBaHUS BBICOKOTO YPOBHSI.

HoxymenTt npeanaznadex st CYBJ] JIMHTEP BACTHUOH 6.0 c6opxka 20.6, nanee mo TeKCTy
CYBJl JIMHTEP.

Ona Koro npegHa3Ha4eH AOKYMEeHT

JlaHHBIA JTOKYMEHT TpeaHa3HAueH JUIS HCIIOJIb30BaHUS aJMHHUCTPATOPOM OE30ITaCHOCTH
CHUCTEMBI B YaCTH OMHCAHUS CIIOCOOOB MCIOB30BaHMs KoMIuiekca cpeAacTB 3amuTthl (KC3)
nH(POpPMAIUU OT HECAHKIIMOHHPOBAHHOTO JIOCTYIA W aJIMHUHUCTPATOPOM 3aIIUTHI B YaCTH
OITMCAHUS MOJISIIH 3aIUTHI HH(OPMAITUU ¥ TApaHTUH TPOCKTUPOBAHUSI.

Heobxoaumble npeaBapuTenbHble 3HAHUA

Jnst noHnMaHusT MOJIETTH HEOOXOIUMO:

®* 3HATb OCHOBBLI PCIIIMOHHBIX Oas JaHHBIX,

* 3HaTh SA3BIK 0a3 MaHHBIX SQL.

JdononHuTenbHbIE AOKYMEeHTbI

* Apxurekrypa CYBJ

e Cmopasounuk no SQL

*  AJIMUHUCTPHUPOBAHHE KOMIIIEKCA CPEACTB 3aIIUThI JaHHBIX
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Mopaenb 3aWuThbl

CYB/] JIMHTEP npencrasnser co60i NporpaMMHOE U3JIeNINe, peaTu3yloliee pesHOHHbIN
METOJl XPaHEHMs JaHHBIX U TOCTYIa K HUM.

Apxurextypa CYB/] JIMHTEP noctpoena Takum 0O0pa3oM, 4TO OHA MO3BOJISET BBHIMOIHATH
napaiiesIbHO HECKOJIBKO ONepaluii Hajl JaHHBIMU pa3IM4HbIX Mosb3oBartene. [Ipu xpanenuu
1 00pabOTKe JaHHBIX PA3IMYHBIX MOJIb30BATENEH MOTYT BOSHUKHYTh CUTYal[lH, CBSI3aHHBIE C
HE0O0XOMMOCTBIO OTPaHUYECHHUS TOCTYIIA II0JIb30BaTeNeH K JaHHBIM JIpYT Apyra. [[is perenus
nannoi npoonemsl CYB/ JIMHTEP npenocrapisieT pa3BUTHIN anmapar 3aiiuThl.

Mopaenb Aoctyna K AaHHbIM

KC3 CYB/I JIMHTEP ocHOBBIBaIOTCS Ha CIAEAYIOLIEH MOJEIU JOCTYMA.

Jlrob6as pensuuonnas CYBJl xpanut nanaele B Buae Tadbmui. Tabmuia npegcrapusieT coboit
0000IIeHHOE TOHSTHE, KOTOPOE XapaKTEPH3YeTCs] HEKOTOPOH CTPYKTYpOH — CTPYKTYypoi
Tabnuiel. CTpyKTypa TabIHIbl IPEICTABISIET COOON CIUCOK IMOJIeH ompeeieHHoro Tuma. B
TaOJIMILy MOTYT OBITh 3aHECEHBI JJAHHBIE TOIBKO CO CTPYKTYPOiA, COBIAAAIONIEH CO CTPYKTYpO
TaOJIHIIBL.

Ta6JII/IHI>I MOI'yT pacnojiararbCia Ha pas3IMYHbIX BHCUHIHUX YCTpOﬁCTBaX. B cilIydac €ClIu
baza JaHHBIX (B]_I) HCIIOJIB3YCTCH Ooytee ueMm OJHUM IIOJB30BaATCIIEM HJIIM K CHCTCMC,
A€ XpaHATCA OAaHHBIC, BO3MOXKCH JOCTYII APYIHUX HOHLSOB&TGJ’IGIX, BO3HHKAIOT BOIIPOCHI
KOH(i)I/II[eHI_II/IaJ'IBHOCTI/I I/IH(I)OpMaI_[I/II/I, CAHKIIMOHHUPOBAHHOCTHU €€ U3BMCHCHUA WJIN YIaJICHHA.

AneMeHTbl 3aWuThbl

Jns pemenuss BonpocoB opranuzauuu goctyna, B CYB/] JIMHTEP paccmarpuBatorcs
CJIETyIOLME AIIEMEHTBI:

Tonvzoeamens

OJIHO U3 OCHOBHBIX IIOHATHH 3amuThl. [log mojp3oBaTeeM HNOHMMAETCS HeKOT0pBII71
I/II[CHTI/I(I)I/IKaTOp, 06J1a;[a}01u1/1171 HCKOTOPBIMH XapPAKTCPUCTUKAMMU. Bcee JIXOAU, KOTOPBIC
JOJIKHBI TTIOJIYUUTh JOCTYII K JdHHBIM BI[, JOJDKHBI UMCThb HOHOGHLIﬁ HI[CHTI/I(I)I/IKELTOP.

Cybvexm koumpons
[Tonb3oBarens B/I.
Aomunucmpamop BJI, cucmemnulii nonvzosamens

CrannapTHblii UJIEHTU(DUKATOP, ABTOMATHUYECKH CO37aBA€MbIil CHUCTEMOW MpU CO3JAHUU
HoBoit B/I.

HapOﬂb nojibzoeamieis

XapakTepucTuKa IO0JIb30BaTeNsl, KOTOpas SBISETCS KOHQHUACHUUAIBHOW OT JpyTrux
noJib3oBaresiell cuctemsl. 1lonp30Barens MOXKET U3MEHSTh 3Ty XAPAKTEPUCTUKY C LEJbIO
MOHMKEHUS] BO3SMOKHOCTH JJIs1 APYTUX MOJIb30BaTeNIel OIYYUTh TOCTYII OT €r0 UMEHHU.

Ilaponv aomunucmpamopa 6e3onacnocmu

XapakTepucTuka aJMUHUCTparopa Oe3omacHOCTH. 3amaercss mnpu co3gaHuu bl u
JIOJKHA OBITh M3BECTHA TOJIBKO aIMUHUCTPATOPY O€30MacHOCTU C IIeNIbI0 MPEIOTBPATUTH
BO3MOXKHOCTb JIPYTHX MOJIb30BaTENCH MOIyYUTh BOZMOKHOCTH aJMUHUCTpPATOPA.
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Mopean 3amuTHI

Hoenmugurayus nonvzoeamens

ITpu otkpbiTM jorumueckoil cBsi3u ¢ CYBJl monb3oBatens o0si3aH mociaarb CBOE UMs B
Ka4eCTBE J0KA3aTeJIbCTBA JIETAIBHOCTH €r0 MOCIEAYIUX AEHCTBUN. J[aHHOE UM JOKHO
ObITh U3BeCTHO BJl, B MPOTUBHOM cCllydae, MOMBITKA YCTAHOBUTH JIOTUYECKYIO CBSI3b OyleT
HEYCIICIIHOM.

Aymenmughuxayus nonvzoeamers

[Tpu otkpeitun jorudeckoit cesizu ¢ CYB/[ JIMHTEP nonb3oBarens 00si3aH mociiaTh CBOM
napoJib Ui NOATBEPKACHUS TOTO (akTa, YTO KaHAT OTKPHIBAET UMEHHO TOT MOJIb30BATENb,
KOTOPBIM 3HAET Napoiib, a HE KTO-TO Apyroi. B ciyyae eciau napoib HE COBHAAET C MAPOJIEM,
3aJJaHHBIM JIeTaJIbHBIM MOJIB30BaTEIIEM, 3aPOC HA MOJIKIIOYCHHE OyIeT OTBEPrHYT.

3anpoc k B/

TexkcT Ha cnenuaIbHOM sI3bIKE, KOTOPBIN co3aaeT noibs3oBarens u nepenaer CYBJ] JIMHTEP
Ha 00palOTKy, COAEpX Al yKa3aHWs, KaKhe ICUCTBUS IaHHBIM TMOJIB30BaTEIb XOUET
npozaenars ¢ b/I.

IIpunyoumenvroe ynpasienue 00Ccmynom

MexanusmMm, peanuzyemblii CYB]l JIMHTEP, npeanasnaueHHblit i oOecrieueHUs] BHICOKOM
CTETeHU N30UPATETbHOCTU ACHCTBUS MEXaHU3MOB 3aIlUThI JAHHBIX.

Memxka oocmyna

CoOBOKYITHOCTb HECKOJIBKHX MTapaMeTPOB, IPOBOSALINX B )KU3Hb MEXaHNU3M MPUHYIUTEIHEHOTO
YIIPaBJIECHUS JOCTYIIOM.

Ilapamempuvr memxu docmyna

Habop HeCKONbKUX YMCIOBBIX MMApaMETPOB U HA3HAYCHHIA, 3aBUCSIIUX OT THUIIA [IOMEYaeMOr0
00BbeKTA.

Ilomeuennvie 0b6vexmol

O6wexTsl B]1, koTophie numeror metky goctyna CYBJ] JIMHTEP.

I'pynna oocmyna

['pynmna npencrasnseT co00i yHUKAIbHBIN WACHTU(PUKATOP, COOTBETCTBYIONIUI YHCIOBOMY
3Ha4eHHUIO B 1uana3oHe oT 1 1o 250. JlaHHble, IpUHA IEKALINE OAHOM IPYIIIE, HETOCTYITHBI
10JIb30BATEIISIM JIPYTOM TPYIIIBL, €CIIM HE YKa3aHO Jl0BepUe K rpymnie. [ pynmnel qoctyna (ogHa
WJIM HECKOJIBKO) SIBJISIIOTCS 4YaCThIO METOK JIOCTYTIA.

Losepue k epynne

OnHa rpynmna MoXeT J0BEpUTh JIpyroi rpyIme paboTy co CBOUMH JaHHBIMH.

Yposenv docmyna

VYpoBeHb JoCTyna NpeACTaBiseT COO0M HAEHTU(PHUKATOpP, COOTBETCTBYIOLIUN YHMCIOBOMY
3Ha4YeHHUIO B 1uana3oHe ot 1 1o 10. YpoBHHU 0CTyIa SIBISIOTCS HEOTHEMIIEMOM YacThIO METOK

JI0CTyna.

Memixa nonvzoeamerns
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Moaeap 3aHUThI

BxuttouaeT B cebst rpyniy 10CTyna, K KOTOPOH NpUHAAJIEKUT M0JIb30BATENb, YPOBHH JOCTYIIA
II0JIb30BATEN U IOBEPHUS M1OJIb30BATENIS.

I'pynna oocmyna nonvzoeamens

['pynma, mpuHAUIEKHOCTh K KOTOPOW ObLIAa yKa3aHa NPH CO3AaHWU TIOJIH30BaTels WU B
KOTOPYIO OH OBLI IEPEMEIICH aIMUHUCTPATOPOM O€30MMaCHOCTH.

Yposenv oocmyna nonvzoeamens

YpoBeHb, 3aJaHHBIA MPU CO3JaHUM MOJb30BATENS WM HA3HAYCHHBIM €My IO3KE, BBIIIEC
KOTOPOT'O JAHHBIW MOJIb30BATENIb HE MOYKET MOIy4YaTh JaHHbIe B/I.

Yposenv dosepus nonvzosamens

YPOBCHL, 3aJIaHHBIN pu CO3JaHHUU II0JIB30BATCIISA HIIN Ha3HAYCHHBIH CMY II037KEC, HUIKC
KOTOpPOIro JIaHHBIM I10JIb30BaTeNIb HE MOXKET IIOMETUTH I/IH(bOpMaLII/IIO, 3aHOCUMYIO UM B EI[

Jlannbie

Jro6as nadopmanus, kotopas xpanutcs B b/, nepecsuiaercs or CYB/] k moib30BaTento u oT
nonb3oBarend Kk CYB/I. JlanHbie MOTYT UMETh METKY JIOCTYIIA.

Memxa oannvix

CoOBOKYITHOCTh TPEX MMapaMeTPOB — IPYIIIbI JAaHHBIX, YPOBHS YTCHUS JAaHHBIX M YPOBHS 3allUCH
JIaHHBIX. /[aHHBIE MOTYT HE UIMETh METKH TOJIBKO MPH mepenade ot nonbp3osarens B bJI. [lpu
xpaneHuu B b/] (mpu nepenaye nonb30BaTenio) JaHHbIE BCETAa UMEIOT METKY JOCTYyIa.

I'pynna oanmwvix

Xapakrepusyer rpyIiy, oT UMEHH KOTOPO# JaHHbIe ObuIn 3anucanbl B b/ unu (npu nepenaue
OT T0JIb30BATeIsA), OT UMEHH KOTOpOM oHu 3aHocsTcs B BJI.

Yposenv umenus oannvix

Vka3pIBaeT MHHHUMAaJILHBIN YPOBCHb O0CTYyIla IOJIb30BaTCJIA, KOTOpBIfI HCO6XOI[I/IM JIA
MOJIY4YCHHA JaHHBIX.

Yposenv oocmyna oannwix

VYKa3bIBaeT MHHHUMAJbHBIA YpOBEHb IOJb30BATENsl, HEOOXOAUMBIM Ui W3MEHEHUS WIH
yaaJleHus JaHHON MH(POpMAaIIH.

Ampubym

AtomapHbIii 00beKT, ¢ KoTopbIM pabortaeTr B/I. Ilpeacrasuser coboii mone omnpeneneHHoro
TUIA, KOTOPOE MOXKET COZEpKaTh JaHHBIE TOJBKO COOTBETCTBYIOLIETO TUMA. Bee arpulyTh
UMEIOT METKY J0CTYyIIA.

Memxka oocmyna ampubyma

CoOBOKYMHOCTb TpyHIbI cO3Jarens aTpudyTa U ypOBHs UTEHHs aTpuOyTa U ypOBHSI 3alluCH
arpulyTa.

Yposenv umenus ampubyma

OrpaHuuuBaeT CBEPXy ypOBEHb JIOCTYIIA MOJIb30BATENS MPU NOTYUYEHUH JaHHBIX aTpuoyTa.

© Mopeas 3amuThl JaHHbIX. AQ HIIIT «PEJI9KC», 1990-2026 5



Mopean 3amuTHI

Yposenw sanucu ampubyma

OrpaHn4muBaeT CHU3Y YPOBEHb JIOCTYIIA ITOJIb30BATEINS, HEOOXOIUMBIN ISl 3aHECEHUS JAHHBIX
B aTpuOyT.

Cmpyxmypa maonuybi

COBOKYMHOCTb aTpUOYTOB, MPEICTABISAIOUIMX COOOM CTPYKTYpY 3alHUCH, KOTOPYIO MOXKHO
BHOCHTH B TaOJIUILY.

Tabnuya

ITouMeHOBaHHBIN CTPYKTYpUPOBAHHBIM OOBEKT, KOTOPHIH MOXET XpaHUTh JaHHbIE. Bce
omnepanuu Haj naHHeIMU BJl TpeOyroT ykazaHus Kak MUHUMYM OJHOM TaONUIIbI, C KOTOPOH
Oyner mpoucxonuTh pabora. Tabmuna Bcerga uMeeT Biajenblia. Tabnuila UMEET METKY
JOCTyTa.

Memxa oocmyna mabnuywl

CocTouT U3 rpynIbl MPUHAIC)KHOCTH TaOIHUIIBI, YPOBHS YTEHUS TAOIUIBI U YPOBHS 3aIACH
TaOJINIIEI.

I'pynna npunaonesxcnocmu maobauywl

CoBmagaer c¢ rpynmnoil Brnaaenbla TaOmumbl. [Ipm W3MEHEHHWH TPYIIBI BiaJeNbla,
aBTOMaTHYECKU CMEHUTCS U IPUHAATICKHOCTD TAaOIHIIBI.

Yposenv umenus mabnuyvi

YpoBeHb 10CTyNa, OTPaHUYMBAIOIINN YPOBEHB JIOCTYTIA IMOIB30BATENSI CHU3Y IS TTOTYYSHUS
JIAHHBIX U3 TaOIUIbl. ABTOMATHYECKH JAaHHOE YCJIOBHE HEOOXOIMMO U IS JIOOBIX JPYTHX
NEUCTBUI C JaHHBIMH TAOJIAIIBL.

YP06€Hb 3anucu ma6]lu14bl

YpoBeHb 10CTyNa, OrPaHUIMBAIOIINA CHA3Y YPOBCHD YTCHUS JaHHBIX, KOTOPBIE MOTYT OBITH
MTOMEIIICHBI B TAOJIUILY.

Hms mabauywi

WMt COOTBETCTBYIOIIETO OOBEKTA.

Bnaoeney mabauywi

[Tonp3oBaTenp, CO3/1aBUINIA JAHHYIO TaOIUILY.
Tonnoe ums mabauysl

Crpoka BHJa «HMMs IOJIb30BATENA.UMSI TAaOIUIBD», KOTOpas OIHO3HAYHO HUICHTHU(PUIMPYET
KOHKpeTHYto Tabnuiy B B/

IIpeocmasnenue

SIBnsieTcsi IOMMEHOBAHHBIM OOBEKTOM, MPEICTABISIFOIIMM COOOH pe3ysbTar KaKoTo-THOO
3arpoca U3 TaOIUI] WK IPYTUX MPeCTaBIeHUH. MOXKET UCITOIb30BaThCsl B 3aIPOCaxX BMECTO
MMEHH TaOJIHIIBL.

Ilonnoe umsa npeocmasnenus
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Ctpoka BHIa «HUMs TOJNb30BATEISL.UMS  TPEACTABICHUS», KOTOpas OJHO3HAYHO
uaeHTu(pUIUpyeT KOHKpeTHOe npenacrapieHue B bJ[. He momkHo coBmanath HU ¢ OJHUM U3
MOJTHBIX UMEH TAaONUI] WIX APYTUX MPEACTABICHUIA.

Cunonum

WNnentudukarop, 3KBUBAJICHTHBIN MMOJHOMY MMEHM TaOIUIbI WK MpeAcTaBieHus. Moxer
UCIIOJIB30BaThCsl BMECTO IOJIHOTO MMEHU TaOJIUIBI B 3aIIpOCaXx.

Hpa@o nojibzoeameiis

Kax1p1ii monb30Barenb A1 KaKA0H TabauIIbl MOXKET UMETh onpeieieHHble npaBa. [loxydars
MHPOPMALIUIO U3 Hee, U3MEHSTb, YIaIsATh WIK J00aBIsATh NaHHbIE B Tabnuily. CyliecTByer
IPaBO HAa U3MEHEHUE CTPYKTYPHI TAOIHUIIBI.

Hasnauenue npaesa

[lomaua monb30BaTeNieM CIEHUAIBHOTO 3alpoca, pPe3YyJIbTaToM KOTOpPOTO  SIBISIETCS
paszpeleHue KoMy-I100 HEKOTOPBIX JEHCTBUI ¢ TaOIUIIaMU TaHHOTO IOJIb30BaTelIs.

Ponv

COBOKyHHOCTB ImpaB, KOTOPBLIC MOTYT OBITh TMOMMEHOBAHBI H, B COBOKYIIHOCTH, OBITH
Ha3HA4YCHHBIMHU I10JIB30BaTCIIO NN OT06paHBI Y HCTO.

HUwms ponu

Wwms Habopa mpaB, KOTOpOE MOXKET Y4acTBOBATh B 3aIIpOCax Ha Ha3HAYCHHE WIIK OTOOD MpaB y
MOJIb30BATEIsl, OAPa3yMeBasi COBOKYITHOE Ha3HaueHue (MM 0TO0p) BCEX COOTBETCTBYIOLIUX
POJIH TIpaB.

Cmpyxkmypa B/

CoBOKYITHOCTB TaOJIUIl, CHHOHUMOB, MPEJCTABICHUH, MMOJIH30BATEIICH, MPaB MOJIb30BaTENEH,
pouieil.

Hzmenenue cmpykmypol b/{

COS,[[aHI/Ie n yHaJICHUC Ta6J'II/II_I, HpeHCTaBHeHI/Iﬁ, CHUHOHUMOB, HU3MCHCHHUC CTPYKTYPhL
CYLICCTBYIOIIUX Ta6J'II/II_I, CO3JaHHuC, YIAJICHUEC U MO,Z[I/I(I)I/IKaLII/I}I MOJIb30BaTeNeH 1 pOJ'IGfI.

Kameeopu;z noavzoeameiis

XapakTeprucTHKa MOJIb30BATENSA, KOTOpask OMpPENeNaeT, Kakhue IEUCTBUA CO CTPYKTypor b/l
MOXET TPOU3BOAUTH JTAHHBIN MMOJIB30BATENb.

Kamezopus Connect

He no3BosnsieT nosap30BaTesnio Mpou3BOIUTH JIF00bIe u3MeHeHus cTpykTypbl b/1. Ilonb3oBatens
MOXET U3MEHAThH TOJILKO COOCTBEHHBIH MapoJIb.

Kamezopus Resource

[To3BossieT moap30BaTeNl0 U3MEHITh CTPYKTYpYy b/l B mpeaenax, KOTopble HE 3aTparuBarOT
JIpyrux nosnbs3oBarenei. [loap3oBarens MOXKET cO3/1aBaTh U yAANIATH TaOIUIIbI, PEICTABICHUS
M CHUHOHHMBI, Ha3Ha4YaTh IpaBa Ha CBOM TaONMIBI JPYTHUM TOJb30BATEISIM, HU3MEHSThH
CTPYKTYPY CBOMX WJIM UYXKHUX TaOIHIL.
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Kamezopus DBA

[To3BossieT MONB30BATEINIO BIUATH HAa APYTUX MoJib3oBaTeneil. Co3naBaTh HOBBIX UITU YIANSTh
CTapbIX, U3MEHATh XapaKTEPUCTUKHU CYIIECTBYIOLIUX MTOJIb30BaTeNeH.

3anuce oannwvix

WNHdopmalimoHHas MOCIEI0BaTeNbHOCTb, XpaHAllasgcs B TabnMue M COBHAjarolias Io
CTPYKTYpeE CO CTPYKTYpoOi TaOJIUIIbl, BCErla UMEET METKY JOCTYyTIa.

Memxka oocmyna 3anucu OaHHbIX

COBOKYMHOCTh TpeX MapamMeTpoB — TIPYMIbl, YPOBHA KOH(QUACHIMAIBHOCTH U YPOBHS
LIEHHOCTH.

I'pynna 3anucu 0anHbIX
I'pynmia nocrymna nmosb30Baresis, KOTOPbI BHEC TAHHYIO 3aIUCh.
Yposenw xonghuoenyuanvnocmu (yposenv umenus) 3anucu OaHHbIX

KrnaccugukaimoHHbIil ypoBEHb JIaHHBIX, YKa3bIBAIOUIMI ypOBEHb KOH(UACHIIMAIBLHOCTH
nH(pOpMaIH TaHHOM 3aMHCH.

YP06€Hb YEeHHocmu 3anucu OAHHBIX

YI)OBGHB JaHHBbIX, KOTOpBIﬁ YKa3bIBaACT, HACKOJIBKO ICHHA JaHHAas 3aIllUChb. I/ICHOJIBSyeTCH pu
YAQAJICHUHW WUJIN ICPEC3allMCH JJaHHbIX.

Cmpyxkmypa 3anucu OaHHbIX

3anuch JaHHBIX COCTOUT U3 MOJIEH aHHBIX, CTPYKTYypa KOTOPBIX COBIAAAET CO CTPYKTYpOM
TaOIUIBI, K KOTOPOW OTHOCHUTCS JaHHAs 3amuch. [0 JTaHHBIX MOTYT UMETh NIEPCOHATBHBIE
MeTku Oe3omacHOCTH. [lons qaHHBIX, Y KOTOPBIX HET MEePCOHATBHBIX METOK 0€30MacHOCTH,
CUMTAIOTCS 3alTUIIEHHBIMI METKOW JOCTYyMa JJIs 3aIHUCH.

Memka 6ezonacnocmu nois OAHHbIX

Cocrout u3 rpynnbl IPUHAAJICIKHOCTH IO AJAaHHBIX W ypOBHeﬁ KOH(i)I/II[eHLII/IaJIBHOCTI/I n
OCHHOCTH I10JIA AaHHBIX.

Yposenw xonghuoenyuanonocmu nons oannvix

KnaccugpukanmoHHblil ypoBeHb JaHHBIX, YKa3bIBAaIOLIUN YpPOBEHb KOH(UICHIIMAIBHOCTH,
MH($OpPMaIMH TaHHOTO IOJIS 3aIUCH.

YP06€Hb YEeHHOoCmU noJjisi OQHHBIX

YPOBGHB JaHHBbIX, KOTOpBIﬁ YKa3bIBa€T, HACKOJBKO I[IEHHO 3HA4YCHHWC OdaHHOI'0 IIOJIA.
HCHOJ’IB?)YGTCH IIpHU USMCHCHHWH 3aIIUCH.

Cemesoti adpec

VHHUKaIbHBINA agpec B CETH, MO3BOJSIOIIUN OHO3HAYHO WIACHTU(UIMPOBATH UCTOUHUK WU
PUEMHHUK UH(OpMAIMK B CETH.

Cemesoe ycmpoticmeo
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YCTpoiicTBO BHE 3aBUCHMOCTH OT (U3WYECKOW pean3alii, UMEIOIee YHUKAIbHBIHN
UACHTU(HUKATOP U COOTBETCTBYIOIIMI €My YHUKalbHBIA ceTeBod anpec. C ycTpoiicTBa
MOXXHO, HCMOJNB3ysl TOT WJIM MHOM MexaHu3M, noaaBarh 3ampockl k CYBJ/[. CereBoe
YCTPOMCTBO MOXKET UMETh METKY JOCTYIA.

Ilomeuennoe cemesoe ycmpoﬁcmeo

CeTteBoe yCTpOHCTBO, UMEIOIIIEE CETEBOM aapec, u3BecTHbI bJl, n oO6nagaromiee yHUKaIbHBIM
nmeHeM BHyTpu CYB/I.

Henomeuennoe cemesoe ycmpoticmeo
CerteBoe yCTpOMCTBO, CETEBOM aapec KOTOporo HemsBecTeH b/I.
Cemesoii docmyn

Hoctyn k pecypcam CYBJ] JIMHTEP c cereBoro ycrpoiictBa. JlocTyn ¢ MOMEYEHHOTO
YCTpPOMCTBa TMOMUYUHSAETCS TpaBWUiIaM IMPOBEPKUM MaHAaTHOTO Joctyma. Jloctym ¢
HEMIOMEYEHHBIX YCTPONCTB MOXKET OBITh 3ampeIeH aIMUHUCTPATOPOM OE30MaCHOCTH.

llapannenvnas paboma

B03MOXHOCTH OTHOBpEMEHHOM pabOThl HECKOIBKUX MOJIb30BaTeIe ¢ pa3IMuHBIX CETEBBIX
YCTPOWCTB.

Apxumexmypa napannenvuoi pabomsi

Baytpennss apxurexkrypa CYB/l JIMHTEP, o6ecnieunBatroimas mpeoOpazoBaHue NTUTEIBHBIX
3alpoCcoB TMOJb30BaTee B Oojiee MeJIKME W KBAaHTYIOLIAs 3alpochl TMOJIb30BaTelel
Ha YypoBHE Oojiee MEITKHX 3allpocoB. ApXHTEKTypa mapamienpHoi padoter CYB]]
JIMHTEP He mnpeaycmarpvBaeT HCHOJHEHUS MPOrPAaMMHOIO KOJa IOJIb30BaTeNled |
HE TMpeaycMaTpuBaeT HCTHUHHO MapajuielbHOW paboTel. Bce KBaHTOBaHHBIE 3ampOCH
BBIMOJHAIOTCA mocienoBaresbHo. Apxurektypa CYBJl Takke He mpeaycMaTpuBaeT
MCIIOJIb30BaHME aJIpeCHOr0 MPOCTPAHCTBA MOJIb30BATEINS U HE MPEIOCTABIISET MOJIB30BATEINIO0
JIOCTyNa K COOCTBEHHOMY aJJpeCHOMY MTPOCTPAHCTBY.

Aopecnoe npocmpancmeo

IIpocTpaHCTBO BHPTYyaJdbHOM IAMATH, BBIIEICHHOE ONEPALMOHHOM CHCTEMOW  JUIs
BBIITOJIHEHHSI OT/AEIIBHBIX IPOLECCOB TOJIB30BATEIICH.

Aopecnoe npocmpancmeo CYB/[ IMHTEP

[IpocTpaHCTBO BUPTYyaJlbHOW IIaMSTH, BBIJCICHHOE ONEPALlMOHHOM CHCTEMOM A
BbINIOJHEHUsT mnporpammHoro koga CVYBJl JIMHTEP. M3onsauus AaHHOTO aapecHOro
IPOCTPAHCTBA OT aJPECHBIX IPOCTPAHCTB IOJB30BATENEH CHCTEMBI 00ECIEUNBACTCS
ONEPALMOHHON CUCTEMOM.

Memka cemegozo ycmpoiicmea

ConepkUT MacKy JOCTYyIa sl TPYIII MOJIb30BaTeNlel. YPOBEHb 3allUIIIEHHOCTH YCTPOCTRa
U YPOBEHb JIOBEpUs yCTPOMCTRA.

Macka oocmyna cemegozo ycmpoticmea

buroBas Mmacka, ompezensomias, MOXKET JU I[0Jb30BaTellb COOTBETCTBYIOIIECH TI'PYIIIbI
YCTaHaBJIUBATh JIOTMYECKOE coequHenue ¢ bJl ¢ maHHoro yctpoiicTaa.
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YP06€Hb 3aueHHocmu cemeeoco ycmpoﬁcm@a

OrpaHn4mBaeT CBEpXy ypOBEHb JOCTYyIA I0JIb30BATENs, YCTAaHABIUBAIOILIEIO COCIUHEHHE C
CVYB/.

Yposenv dosepus cemesozo ycmpoiicmea

OFpaHI/I‘II/IBaeT CHU3Y YPOBCHb HOBCPUA IIOJIb30BATCIIA, YCTAHABIMBAIOUICTO COCAUHCHUC C
CVB/I.

JIMHTEP-ycmpoiicmso

VHUKaITBHBIN YeThIPeXOyKBEHHBIN NICHTH(PHUKATOP, KOTOPHI MOXKET OBITh YKa3aH B 3aIPOCax
k bJl Ha co3nanue tabnuu. JIMHTEP-ycTpoiicTBO COOTBETCTBYET KaKOMY-JIHOO0 (pr3ndeckomy
YCTPOMCTBY BBOZAA-BBIBOA.

Qu3zuueckoe ycmpoucmeo 6600a-6b1600a

JIro6oe ycTpoWCTBO MOCTOSHHOTO XPAaHEHMs JAHHBIX BHE 3aBUCHUMOCTH OT PacIOIOXKECHUS
WIH BHYTPEHHEH CTPYKTYpBI, HA KOTOPOM MOTYT ObITh co3laHbl Qaitnel b/ (Tabmumb! win
BpeMEeHHbIE (ailnbl). YeTpoiicTBa MOTYT UMETh METKY JIOCTYTIA.

Henomeuennoe ¢huzuueckoe ycmpoiicmeo 6800a-661600a

JIMHTEP-ycTpoiictBo, Hem3BecTHoe CYBJl. CoOTBETCTBHE MEXIy TaKUM YCTPOMCTBOM
n ¢u3ndecKkuM pacnojokenneM ¢aiinoB bJl mpow3BomuTCs Ha ypOBHE ONEPAIMOHHON
cucTeMbl. J[OCTyNl ¢ HEMOMEYEHHBIX YCTPONCTB MOXKET OBbITh 3alpelleH WIH pa3pelieH
aJIMMHUCTPATOPOM 0€30IaCHOCTH.

Ilomeuennoe ghuzuueckoe ycmpoucmeo 6600a-6v1600a

JIMHTEP-yctpoiictBo, nzsectHoe CYB/I. Takue ycTpoiicTBa Bcerna UMEOT METKY AOCTYIA.

Memuxa oocmyna ¢usuueckoeo ycmpoiicmsa

CocTouT M3 MacKu JAOCTyNa TpyMIl, YPOBHS KOH(MUICHIMAIBHOCTH YCTPONCTBA U YpPOBHS
LIEJIOCTHOCTH YCTPOUCTRBA.

Macka 0ocmyna epynn K gpuzuyeckomy ycmporucmesy

Omnpenenser Tpymbl MOIb30BATENEH, YWIEHb KOTOPHIX MMEIOT BO3MOXXHOCTH CO3/1aBaTh Ha
JTAHHOM ycTpoiicTBe 00beKkThl b/ (Tabmuiisl).

VYposenv konguoenyuanvnocmu gpuzuueckozo ycmpoticmea

VYpoBeHb  KOHOUACHIMATBLHOCTH  (U3UYECKOTO  YCTPOWCTBA  MpPEICTaBIseT  COOOM
MUHUMAaNbHBI YPOBEHb JOCTyNa TMOJIb30BATENs, HEOOXOAMMBIA M CO3JIaHUsl ITUM
MOJIb30BaTesieM OOBEKTOB (TaONHMII W BPEMEHHBIX (alIoB) Ha JaHHOM (U3HYECCKOM
YCTpPOMCTBE.

Yposenw yenocmnocmu usuuecxkozo ycmpoiicmea

VYpoBeHb 1LIENOCTHOCTH (PU3UYECKOTO YCTPOMCTBA MPEJCTABIsAET COOOM MaKCHUMAaJIbHBIN
YPOBEHB JIOBEPHS MMOJTH30BATENSI HEOOXOIUMBIMA, JJIs yAaICHUS TaOIHIIBI, pACTIONIOKCHHON Ha
JTAHHOM (PU3HUYECKOM yCTPOMCTBE.

Hcnonvzosanue pecypcoes namsimu cucmemot
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CVYB/JI JIMHTEP ucnonb3yeT onepaTUBHYIO aMATh BHYTPHU CBOETO aipECHOIO IIPOCTPAHCTBA
U BHEUIHME YCTPOICTBa MOCTOSHHOTO XpaHeHHs HHpopmanuu. OnepaTuBHas MaMsATh
UCIIOJIB3YETCs. Ul IOBBILICHHUS INPOU3BOAUTEIBHOCTH CHUCTEMBbl. BHEIIHAS namsaTh
UCIIONIB3YETCs U1l XPaHEHHUs TaHHBIX I10JIb30BaTCIICH.

Hcnonvzosanue onepamuenoﬁ namAamu

Ucnonp3oBanue oneparuBHol mamatu cucteMord JIMHTEP waxomuTcs moj KOHTpoOJeM
MOZICUCTEMBI Oe30MacHOCTH. Bee nenosap30BaHHOE ONEPaTHBHOE MTPOCTPAHCTBO YUUTHIBACTCS
u niepeuctnonb3yercs. CYBJ] B mporecce paboThl HE BBIMOIHSIET OMEPAIUii 0CBOOOKICHUS
omneparuBHOM mamMsaTH. llepemada mpocTpaHCTBa ONEPATHBHOM MaMATH IOX KOHTPOJb
OTEpaIlMOHHON CHCTEMbI NMPOMCXOAUT TOJBKO MpH 3akpelTu cuctemsl. IIpu stom KC3
MIPOM3BOJUT BCE HEOOXOMMBIE MPOIETYPhl OUHCTKH.

Hcnonvzosanue euewneti namamu

CYBJ JIMHTEP xpanut nanubie moib3oBareieil B ¢ainax BbJl, pacmomararommuxcs Ha
BHEUIHUX ycTpoiicTBax. B mpouecce paboThl cUCTEMa MOXKET 3allPOCUThH JOMOJIHUTEIbHYIO
namsaTh. OCBOOOXKIEHHE BHEIIHEH NaMsITH MPOUCXOAUT TOJIBKO MPU YHUUYTOKEHUU 00BEKTOB
B/l (tabmum). Bce 3ampockl Ha pasMelnieHHe WM OCBOOOXKIEHUE BHEIIHEH MaMsTH
koHTposnpyroTrcsi KC3, 4To MO3BOJISIET MPOBECTH MNPOUEAYPbl OYUCTKU MAMSTH MEpPEN
nepeaadeit ee moji KOHTPOJIb ONEPAIIMOHHON CUCTEMBI.

Pezucmpayus cobvimuii

CYB JIMHTEP mno3BoisieT perucTpupoBaTh pazIUYHBIE COOBITHS, HPOUCXOISIINE B
b/, xotopble MOTrYT OBITH CBSI3aHBI C TONBITKAMH HApYIICHHs JOCTYMa, OLIMOKaMH
MIPOEKTUPOBAHMS CHCTEMbl WJIM MPU KOHTPOJIE 3a MCIOJIb30BAHMEM JaHHbIX. JlaHHas
nH(pOpPMAIUS MOXKET MEePUOANYECKH aHATU3UPOBAThCS Ha MPEAMET BHISBICHUS HApYIICHHMA
WM HecooTBeTcTBUl B pabore KC3.

AHopo CYE/ JIMHTEP

Snpo npencrapiser coboil mporpaMMHBIN MOAY/Ib, BHITOTHSIOMIUI BCe NEHCTBHA 10 paboTe
¢ nauubiMu u CYB/I.

Llenocmuocmo KC3

KC3 CYBJ JIMHTEP sBnstorcs HeoTheMaemoil dacteio siapa CYB/] u ero memoctHOCTH
SKBUBAJICHTHA IIEJIOCTHOCTH SJIpa B I[EJIOM.

Cxema 3awmThbl

Mopnens 3amutel CYBJ] JIMHTEP, onupasch Ha BbIICNEPEUNCICHHBIE 3JEMEHTHI,
obecrieuynBaeT MOTHO(PYHKIIMOHATIBHYIO MHOTOYPOBHEBYIO CXEMY 3aIllMThl TAHHBIX Ha BCEX
sTanax o0pabOTKU U XpaHECHHS TaHHBIX B CUCTEME:

* CYBJ JIMHTEP pabotaet TOabKO ¢ HAECHTU(ULIUPOBAHHBIMHU 10JIb30BATENSMU;
* Bce JaHHble, XpaHsuecs B BJI, umeroT Biajensia U uACHTUPUKAIIMOHHbIE METKY;
* BCeM Nojib30BareisM b/l cTaBuTCS B COOTBETCTBHE CIIMCOK MPaB JOCTYIA;

¢ IMOJIB30BATCIIb MOXKCT BBIIIOJHUTL OHNCPALIMIO TOJIBKO B ClIydac, €CJIU OICpanusd 6yneT
pas3pcuicHa BCEMHU YPOBHAMMU 3aIIUThl OTHOBPEMCHHO,

* aJIMUHHCTPATOPhI HE UMEIOT HEMOCPEACTBEHHO JOCTYyMa K JAHHBIM JIPYTHX M0JIb30BaTeIEH.
WX oTnuuus OT OCTaJIbHBIX 3aKJII0YAlOTCsl TOJBKO B BO3MOXKHOCTH YHPABJIATh IPYTHMMH
MOJIb30BATEISAMU;
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anmuHucTparop b/l He MMeeT HEemoCpeACTBEHHO JOCTyna K jJaHHbIM. Ero ¢yHKumuu mo
CPAaBHEHHMIO C OCTAJIbHBIMU CyOBEKTAMH PACIIUPSIOTCS TOJBKO B CTOPOHY YIIPABJICHUS
CHUCTEMOM 0€30IIaCHOCTH B IIEJIOM;

BCE IIepefaBacMbIC I10J, KOHTPOJb OIEPALMOHHOM CHUCTEMBI PECYpPChl HE HECYT
uHpopMaLuy, coaepxkaiieiicsa B HuXx Bo Bpems padorsl CYB/] JIMHTEP;

anmuHucTparop B/l Moxer — KOoHTponupoBaTh — pa®OTy — MoOJb3oBaTeledl B
MHOT'OII0JIb30BaTEIbCKOI CUCTEME Ha OCHOBE Pa3BUTBIX CPE/ICTB PErUCTPALIUU COOBITHIA;

JUIS MHOTOIIOJIb30BATENILCKOM CETEBOM PabOThI MOXET MPUMEHATHCS MPUHYIUTEIHHOE
yIPaBICHUE JOCTYIIOM;

MOJIB30BATCIIb MOXCT IIOJIYYUTb MCTKH JOCTYyIIa 3alpalluBACMbIX HOAHHBIX C MEJIbRO
JaJabHEHUIIEero KOHTPOJIA 34 JadbHEUIITUM HCI0Ib30BaHUEM I/IH(I)OpMaI_II/II/I;

BC€ ACHCTBHUA II0 KaHajaM JIOTMYECKOM CBS3U C EI[ HaACKHO CBA3aHbI C IIOJIB30BATCJICM,
KOTOpLIfI OTKPbLI JaHHbIM KaHai. Ilocne 3aKPBITHA JIOT MYECKON CBSI3M HEBO3MOXKHO
IIOJIB30BAaThCs JAaHHBIM KaHaJIOM,

CYBJl JIMHTEP wucnonp3yeT HNpUHLMII MHUHUMAJbHBIX INPUBWIETUN B cllydae, €Cld
[IPUBUJIETUU HE YKA3bIBAIOTCS SABHO.

Buabl HapyLwieHun

I[aHHaﬂ MOZCIIb MMPCIATCTBYCT CIICAYIOIIHUM BHUIaM HapyH.IeHHfII

JEHUCTBUSA HE3apCTUCTPHUPOBAHHOTO ITOJIB30BATCIIA;
JEHUCTBUSA HapymuTeJId OT UMCHH JICTAJIBHOT'O IMOJIb30BATCIIA,
MOJIY4YCHHUEC JaHHBIX oe3 paspeuicHud BiIaacibla,;

MOJIy4YCHHUC I/IH(I)OpMaI_II/II/I C BBICOKMM YPOBHCM KOH(I)I/IILCHI_II/IELHBHOCTI/I IIOJB30BAaTCJICM C
HU3KHM YPOBHCM KOH(I)I/IILCHI_II/IELHBHOCTI/I;

MMOHUKCHUIO YPOBHHA KOH(I)I/II[eHI_II/IaJ'ILHOCTI/I JaHHBIX,

H3BJICYCHHIO I/IH(I)OpMaI_[I/II/I U3 MPOCTPAHCTB IIaMATH, nepeﬂaHHoﬁ nog KOHTPOJIb
OHepaHHOHHOﬁ CHUCTCMBI,

pPasMCIICHUTIO JAHHBIX HA BBIACICHHBIX YCTpOﬁCTBaX;
IMOJKJIFOYEHHMIO I10JIb30BaTesICH CO c1abo 3alllUIICHHBIX YCTpOﬁCTB CCTH,

HEKOHTPOJIUPYEMOMY PaCIpOCTPaHEHHIO KOH(DUIEHITNAIBHON HH(OPMAITIH TIOCIIE BELIAYH
ee u3 b/l;

Na/ICHUI0 HaJIS)KHOCTH CUCTEMBI IIpU cO0sIX B paboTe 000pyn0BaHHUS;
IPUCBOCHHUIO MOJIb30BaTENEM ce0e HOBBIX IPaB;
HapyeHusaM nenoctioctu KC3;

HApylICHHUAM, BO3HUKAIOIIUM IIPU OIIMOKax AIMUHUCTPUPOBAHUSA BZ[
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O61bekTbl KoHTpona KC3

Oo6bexramu koHTpOsst B CYB]] JIMHTEP snstitoTcst mabauyer (6a30BbIe WM BUPTYyaTbHBIE),
MIPEJCTaBICHUA, a TaKkke OoJiee MEJIKUE PJIEMEHThI JAHHBIX: CMOoNOYsbl U cmpoky Tabiaull U
JIaKe OISl CTPOK.

Tabmuuer Bl u npedcmasnenus — nmeHoBaHHbIe 00BEKTh. OHU UMEIOT 671adenvbya WId
cozoameis.

Wx oObenuHSET eme U TO, YTO BCE OHHU JJIi KOHEYHOTO ITOJIb30BATEINS IPEICTABIISIOTCS
Kak TaOJNHIIBI, T.e. KAK HEYTO UMEHOBAHHOE, Cojieprkaliee MHPOPMAIHIO B BUIEC MHOXKECTBA
CTPOK (3amuceit) OJMHAKOBOM CTPYKTYphl. CTpOKH TaOIHI] pa30UTHI HA TIOJISI UMEHOBAaHHBIMU
cronoaMu. Bee mostst COOTBETCTBYIOIIUE OTHOMY CTOJIOIY MIMEIOT OJTMH M TOT K€ TUII U JUTHHY
JTAaHHBIX.

Kpome Toro, B8 JIUHTEP Tabnutiel (mpencTaBieHus) pa3HbIX IMOJIb30BaTeNIeld MOTYT UMETh
OJIMHAKOBBIE UMEHA, TaK YTO TPHU O0OpaIeHUH K TaOJIHIIe IPYTOro MOIh30BaTelsi HEOOXOAMMO
YKa3bIBaTh IMOJTHOE UMSI TAOJHIIBI, COCTOSIIIEE 3 IBYX HMEH: TI0OJIh30BaTeNs H TAOJIHIIBI.

D10 TO 00IIIee, YTO UMEIOT BCE TAOIHIIBI U TIpeicTaBlIeHus ¢ Touku 3perus KC3.

Ha camom nene nadopmarus peasbHO XpaHUTCS TOJIBKO B 0a30BBIX TaOIUIIAX.
Bupmyanvuas mabauya (8 JJUHTEP 310 Tonmbko Tabmuiia KaHAJIOB) — 3TO TOJIBKO TaOJIUYHOE
MIPEJICTaBICHUE TEKYIIEro COCTOSHUS OJHOW W3 ouepenel snpa cucrteMsl. MHdopmanuio,
KOTOPYIO "comepkuT" BUpPTyaabHas TaOJIWIIa, CACTEMA YePIaeT U3 TOW ONEPAaTUBHOM MaMSATH,
KOTOPYIO 3aHUMAET.

IIpeocmasnenue (View) — 310 TOnpk0o SQL-cchlka Ha 6a30BbI€ WM BUPTYaJIbHBIE TAOIHUIIBI.
[Ipencranenue — Bcero aumib SQL-3anpoc, BEIOOpKa 13 0a30BBIX/BUPTYabHBIX TA0IHUII. JTa

BBIOOpKA 00pasyeTcst KaKIbli pa3 Mpu oOpallleHuH K MPeACTaBICHHUIO.

Bonee Meskue simeMEHTBHI JaHHBIX, TaKHE KaK CTOJNOIBI M CTPOKH TAOJMII, TOJSI CTPOK
(3HaYEHMSI) TAK )K€ SBIISAIOTCS OOBEKTOM 3aIHTHI.

Bce 00beKThI 3a1uThI TIepeunciieHbl B Tadaute 1.

Tabmuma 1. O6bexrsl 3amuTel CYB/] IMHTEP

O0LeKT 321U ThI Jlornueckas 3amura duznyeckas 3alUTA
BazoBas tabinuia + +
[IpencraBnenue +
Cronber TaOIAIBI +
Crpoka TabIuIsl +
ITone +

Jlornyeckast u (Qu3MUEcKas 3allMTa B TJIABHOM pa3JIMYalOTCsd MEXIy co00il TeM,
YTO JIOTHUYECKYIO 3alUTy OOBEKTOB (TaONHIl, MpPEACTABICHUI) MOXHO MOAU(DUIIMPOBATH
(M3MEHSTH BO3MOXXHOCTH JIOCTYTIA K THM 00bEKTaM), a pu3udeckas 3ammuTa (METKU JOCTYyTIa)
JKECTKO 3aKperieHa 3a JaHHBIMH, He MoauduiupyeMa M YHauseTcss TOJIbKO BMECTE C
JTAaHHBIMH.
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O0nbexThl KOHTpOJIsE KC3

JINlornyeckas 3awmrta

Jlornueckas 3amuta B JIMHTEP npencrasnser co6oit Habop nmpaB cyObEeKTOB MU poJieil o
OTHOUICHHUIO K 3aluiiaeMoMy o0bekTy. KpoMe Toro, K JOruueckoi 3aiure MOKHO OTHECTH
U BIaJieHue Ta0nuiei (mpeacTaBIeHUuEM).

HaGop mpaB (normueckyro 3amiuTy) Biajaemiel] TaOMUIbl MOXET H3MEHSTh (pacuIupsTh,
OTHUMAaTh, OTPAHUYNBATH TOCTYII).

OtmeTtuM eme U TOT (akT, YTO JAHHBIE O JIOTHYECKOH 3alUTe HAXOAATCA B CHCTEMHBIX
tabnuuax b/l u oTneneHsl OT 3auIaeMbIX 00bEKTOB (OT TaOIHII UM MPEACTABICHHH).

dusnyeckas sawmra

@usnueckas 3ammra JIMHTEP xapaktepusyer, ImaBHbIM 00pa3oM, JaHHblEe (MX
NPUHAICKHOCTh, BaXXHOCTb, MPEICTAaBUTEIBHOCTh M Tp.). OTO B OCHOBHOM METKH
0€3011aCHOCTH, ONMCHIBAIOLINE IPYIITY MPUHAJICKHOCTH U YPOBHU KOH(UACHIIUAIBHOCTU U
LEHHOCTH JaHHBIX 00beKTa (TabIMIIbI, CTONOIA, CTPOKHU MIIH OIS ).

Metku 0€30IMacHOCTHU ((I)I/ISI/I‘ICCKEU{ 3aIJ_II/ITa) HCU3MCHHBI Ha BCCM HPOTAKCHUHU
CylI€CTBOBAHUA 00BeKTa 3alllUThI (yMI/IpaIOT TOJIBKO BMECTEC C HI/IM) " TCPPUTOPHUATIBHO (Ha
I[I/ICKe) pacnojiararorcd BMCCTC € 3alllUIIaCMbIMU JJAHHBIMHU.

Kpome atpubyra coOCTBEHHOCTH (JIOrMYecKas 3aluTa), pa30UBaIOIIETO JaHHbIE (TaOIULIbI)
Ha COOCTBEHHbIE (MpUHA/ICkKAILIUME AAHHOMY CYOBEKTY) M uyxkue, (pusnyeckas 3aimmura
pa3buBaeT 1aHHbIe 00JIee TOHKO.

Bo-nepBbix, Bce nepedncieHHble 00beKThI (HE3aBUCUMO OT uxX uepapxuu B bJ) pazdusarorcs
Ha epynnvl npunaonexchocmu. OObEKT MOXKET NMPUHAIEKATh TOJIBKO OAHOM W3 rpymm (3TO
MOXeET ObITh, HAIPUMEP, pa30KeHHe M0 OTAeNIaM OpraHU3aLUN).

['pyniiel mpUHAAICKHOCTH HAPSAMYIO CBS3aHBI C epynnamu cyovekmos (cM. Hike). CyobekT
BIPaBe BHIEThb TOJbKO JIAHHBIC CBOCH TPYIIIBL, €CIIM MEXIy TIpylnrnamMu CyObEKTOB HE
YCTaHOBJICHBI OTHOILICHHUS JIOBEPHSL.

Bo-BTOpbIX, BCe OOBEKTHI BHICTPOCHBI B UEPAPXUIO 10 YPOSHAM KOHDUOEHYUATLbHOCMU T TIO
VPOBHAM YeHHOCMU VIIA BaXXHOCTH.

YpoBeHb KOH(UICHIIMAILHOCTH Pa30MBaeT OOBEKTHI MO JOCTYIHOCTU Ha umeHue (M Jaxe
Ha guoenue). Ilonb3oBarens ¢ Oojee HU3KMM YPOBHEM JOCTyHa HE OyIeT 3HaTh Jaxe O
CYIIECTBOBAHNHU OOBEKTOB C 00Jiee BEICOKUM YPOBHEM KOH(PHICHIIMATHHOCTH.

YpOoBeHb IICHHOCTH, HANPOTHB, Pa30WBAET NaHHBIC (OOBEKTHI) MO BAKHOCTH, OTPAHUIUBAS
BO3MOXKHOCTH MX YIaJCHUS U MOIU(DUKAIINH.
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Cyb61bekTbl KoHTpona KC3

Kaxnplii monb3oBarens, coenunstomuiicas ¢ CYB/ JIMHTEP, nomken mpoilTu npoueaypsl
uoeHmuguxayuu 1 aymeHmupurayuu.

HpI/I I/I,Z[CHTI/I(bI/IKaI_[I/II/I ITOJIB30BATCJIb YKA3bIBACT CBOC UMA. CJ'IC,HYI-OIHI/IM OTaIIOM ITPOBEPACTCA
IOAJIMHHOCTB I/II[eHTI/I(i)I/IKaI_II/II/I. 3T0, TaK Ha3bIBacMasl, aYTeHTI/I(bI/IKaHI/ISI, T.C. IIPOBCPKa
MOAJIMHHOCTU UMCHHU C ITOMOLIBIO IMApOJIA IIOJIb30BATCIIA.

COG,Z[I/IHCHI/IC C cucremMou HCI/II[GHTI/Iq)I/ILII/IpOBaHHBIX Mnoab30BaTeney u HOHBSOB&TGHCﬁ,
IOAJIMHHOCTB I/II[CHTI/I(I)I/IKaHI/II/I KOTOPBIX IIpH ayTeHTI/I(I)I/IKaL[I/II/I HE NOATBCpANIIACH,
HCKJIKIYAETCH.

B mporecce ceanca paboTel monp3oBarens (0T yIayHOTO MPOXOXKICHUS UACHTU(DUKAIIMY U
ayTeHTU(HUKAIMK JJO OTCOSAMHEHUS OT CUCTEMBI) BCE €T0 ACUCTBUS HAIC)KHO CBSI3BIBAIOTCS C
pe3yabTaTOM UACHTU(DUKAIINH.

OtcoenuHeHne IOJIB30BATENs] MOXKET OBITh KaK HOpManbHbiM (UCXOIUTH OT 3TOTO JKe
N0JIb30BATENs, 110 TOMY K€ KaHaIly), TaK ¥ HACUIbCMEEHHbIM (ACXOASIIUM OT M0JIb30BaTEls-
aAMUHUCTpAToOpa, HApUMep, B Clydae YyHaJeHUs IIOJIb30BaTeNld WIA aBapUUHOM
yAaJeHUH KaHaua cBsi3u). B ciydae HaCUIBCTBEHHOTO OTCOEAMHEHHMS IOJb30BaTeNb OydeT
nporuH(GOpPMUpPOBaH 00 ATOM, BCE €r0 JCHCTBHS aHHYJIMPOBAHBI 10 MOCIEAHEH (QHUKCcAuu
M3MEHEHHUH, MPOU3BEACHHBIX UM B Tabmuuax b/l

B mo6om ciyuyae Ha Bpemst ceaHca pabOoThl HACHTU(HUIIMPOBAHHBIN TIOIH30BATEh OyIeT s
KC3 CYBJ JIMHTEP cyObeKkTOM KOHTPOJIS.

Crnenyst TEXHOJIOTUH OTKPBITBIX CUCTEM, CYOBEKT KOHTPOJIS MOXKET 00paIaThCsi MOCPEICTBOM
CYBA JIMHTEP x B/l Toabko u3 mporpamMm (IIOCTaBISIEMbIX B JUCTPUOYTHBE WU
MOJTOTOBJICHHBIX UM CAaMHUM) U TOJBKO C TIOMOIIBIO IITAaTHBIX CPEJCTB CUCTEMBI.

Bce cyObeKThl KOHTPOJIS CUCTEMBbI XPaHITCS B TaOIUIE TOTHOMOUUN CUCTEMBI U pa3ZiesieHbI
U1 CUCTEMBI Ha TpU Kareropuu: Connect, Resource u DBA.

Connect

KaTCl"OpI/ISI AacT IpaBO HA MOACOCAUHCHUEC K CUCTEMC U NOAATY 3alIpOCOB K JOCTYIIHBIM EMY
JaHHBIM.

Resource

Kareropuu noctynasl Bce BO3MOKHOCTH Connect-KaTeropuu IIF0C BO3SMOKXHOCTH H3MEHEHHUS
CTpYKTypbl BJ] myTemM mocTpoeHusi CBOMX OOBEKTOB KOHTPOJIS (TaONHII, MpEeICcTaBICHUM,
CHHOHHMORB).

DBA

Kareropus (kareropust anMuaucTparopoB b/I) BKirogaeT BOSMOXHOCTH 00€UX MPEIBIIY X
KaTeropui, a Takke BO3MOKHOCTb BBOJUTH (YHajsiTh) B CUCTEMY (U3 CUCTEMBbI) CYyOBEKTHI
KOHTPOJISl WJIK U3MEHATh YPOBEHb UX MOJTHOMOYHH (KaTEropuio).

Hrak, Mo BO3BMOKHOCTSIM 3TH KaTETOPUH MOKHO PACIIOJNIOKHUTD B CIEAYIOIIEM MOPSIIKE:
Kareropusi DBA BKJIIOYaeT B ceOs MpuBWICTHH Kareropud RESOURCE W Kareropus

RESOURCE Briouaer B ce0s mnpuBwierud kareropud CONNECT, T.e. KaTeropuu
YHOPSALOYEHBL.
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Cy6bexTnl konTpoasa KC3

OTO mepBoe M JOCTaTOYHO BAXKHOE JEJCHHUE CYOBEKTOB KOHTpois, npuHaroe B CYB/]
JIMHTEP.

MosxHo Gosiee TOHKO pasfenuTh (M0 JOCTYIy) CyOBEKTbl KOHTPOJI M C MOMOIIbIO POJIEH.
Kareropun goctyna ¥ pojiu MO3BOJSIOT B TOJHOM 00bEME PEaTn30BaTh OUCKPEYUOHHbIL
NPUHYUN KOHMPOJIAL.

Manoamnwviti  npunyun xoumpona, peanmuzoBaHHblii B CYBJl JIMHTEP, npepnaraer
JIOTIOJTHUTENBHOE JIEJIEHUE M0JIb30BaTesel Ha:

* 2pynnsi 0ocmyna (He TMyTaTh C POJISIMH);
* UEpapXHUIO MO YposHAM docmyna (IecaTb ypoBHeH ¢ Homepamu ot 1 1o 10);

* UEPapXHIO 10 YPOosHAM 006epusi (IecsITh ypoBHEH ¢ HoMepamu oT 1 g0 10).

pynna goctyna cybbekTa

I'pynna oocmyna cybvekma (AOIYIIEHHOTO 10 pa0OOThl IOJB30BAaTENs) YyKas3blBaeT Ha
€ro IPUHAJUIEKHOCTb K TIpyIIe CyObEKTOB MO JOCTYIYy (3TO MOXET ObITh, HalpuMmep,
NPUHAIICKHOCTh K OTHENy OpTraHW3allH, K Tpymre Joned, OObeAMHEHHBIX OJIHUMHU
bynakumsmu u 1p.). Ipynma Ha3zHa4aeTcsi CYyOBEKTY adMUHUCMPAmMOpoM 6e30nacHocmu,
MOCIIETHUI MOYKET TaK jk€ TIEPEMECTUTh CYObEKTa U3 OAHOM IPYIIIBI B PYTYIO.

Bcero (8 CYBJl JIMHTEP) moxet ObiTh 250 Takux rpynn ¢ Homepamu ot 1 1o 250.

['pynmber mocTyma mosib30BaTeNel HAMpsSMYy0 CBS3aHbl C TPYINIAMH JaHHBIX. JlaHHBIM
(oOBeKkTaM) MpUCBAMBACTCS TPyMIa JAOCTyMa MOoJb30Barens (CyObeKTa), KOTOPhI UX BHEC.
JlanHble, pUHAUICKALME OJHOW TPYyMIe, HEJOCTYIMHBI TMOJIB30BATEISAM JPYTroM TPYIIIIbL.
OnHako ofiHa TpyIIa MOXKET 00gepumsy Ipyroi rpynmne paboTy co CBOMMU JIaHHBIMH.

YpoBeHb AocTyna cyobekTa

Yposeno  Odocmyna cybvexma 3ajaercs INpU  €ro  CO3AAHMU  (aAMUHHUCTPATOPOM
0€30MacHOCTH) WM U3MeHseTcs nmoxxke. OH ompesenser: Kakue U3 JaHHBIX (M0 YPOBHIO
KOH(HIEHIIMAIbHOCTH) JOCTYNHBI CyObEKTy, a Kakue HeT. Bce naHHble C YpOBHEM
KOH(UACHIMAIBHOCTH 0Oo0siee BBICOKMM, YE€M YPOBEHb JOCTyNa CyObEKTa, IOCIEIHEMY
HEJIOCTYIHBI U OH JaXKe HE MO03PEBAET 00 UX CYLIECTBOBAaHUH.

YpoBeHb AoBepUAa cybbeKTa

Yposenv oOosepusa cybvexma (unu ypoBeHb J0BepHsl CyObeKTa Ha TOHM)KEHHE YPOBHS
KOH(UIEHITMATFHOCTH ) HA3HAYAETCS €My aIMUHUCTPATOPOM O€30MaCHOCTH.

OTOT YpPOBEHBb ONpENEsieT 8adxcHocmb (T.€. KOHGUOeHYUuaibHOCmb) TAaHHBIX, BHOCHUMBIX
cyopextoM. Cucrema JIMHTEP He nmo3Bonut emy BHecTH nHpoOpMaIuio (00bEKT) ¢ HU3KUM
(HIOKE 110 3HAYEHHIO, YeM YPOBEHbB JOBEpUS CYOBEKTa) YPOBHEM KOH(DHICHIIMAIBHOCTH.

DTOT ypOBEHb MpPHU3BAaH 3alIUTUTh BAXHBIX MEPCOH OT CIy4YaiHOTO (MJIM HAMEPEHHOTO)
MPUCBOCHHUS CEKPETHBIM JJAHHBIM HU3KOTO YPOBHS KoH(uaeHInanpHoCcTH. JIro0as BHOCHMast
(M3MeHseMast) ’TUM CyObeKTOM HH(pOpManus yke OyJIeT UMETh MUHUMAIBHBIA «TpU(» WU
ypoBeHb KOH(uUIeHIIHaIbHOCTH. Ero nudopmamus MoxeT ObITh TOJBKO Oosiee (HE MEHee)
3alUIIEHHOH.
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MpaBuna pasrpaHu4yeHns gocrtyna

B CYBJl JIMHTEP peanusyeMbl OuckpeyuoHHbvlli W MAHOAMHbIL TIPUHIUATIBI KOHTPOJIS
JIoCTyna.

[Tpu 5TOM AEHMCTBYIOT ABA I100aIbHBIX PABUJIA:

1) moctyn Kk 0OBEKTaM, UMEIOLIUM JUCKPEIIMOHHYIO U MaHJATHYIO 3allUTY, JOJKEH OBITh
CaHKUMOHMpPOBaH UMHU oOoumu. Ecnu XoTss Obl ofHAa M3 HUX (JUCKPELIMOHHAs WU
MaHJaTHas) OTBEpraeT JOCTYI, TO 3allpOC Ha JOCTYI OyJeT OTBEPTHYT 10 000MM MpaBHiIaM
(MpUHIUI KBUBAJIEHTHOCTH);

2) mpu OTCYTCTBUM y CyOBEKTa JOCTyNa K KaKoMy-1100 00BEKTY [0 OJHOMY U3 NMPUHIIUIIOB
(ecin B OTHOILIEHUH CYObEKTa M OObEKTa JEHUCTBYIOT 00a NPUHLMIIA), OH HE CMOMKET
HU YIPaBJIATH JOCTYIOM K 3TOMY OOBEKTY, HU MOJYUYUTh JAOCTYN K 3TOMY 00BeKkTy. B
STOM OTHOILIEHUH CPEIH NOJIb30BATENEN BBIAEISAETCS TOIBKO aAMUHUCTpATOp b/I, KoTOpHIi
MOKET M3MEHATh METKHU JIOCTyIa MOjb30Baresie (HO He JaHHBIX U MX METOK). MeTku
JIOCTYTIA TI03BOJIAIOT OCYIIECTBIIATh MHOTOYPOBHEBYIO 3AILUTY.

ONCKpeLuMOHHbIN NPUHLMN KOHTPONSA AocTyna

Jist KayKIo# mapbl CyOBeKT-00BEKT MOKHO 33/1aTh SIBHOE W HEJBYCMBICIIEHHOE TTEPEUHCIICHHIE
BO3MOXKHBIX J€UCTBUI CyObekTa (Tabnuma 2).

Tabmuma 2. JlomycTuMble 1€UCTBUS CyObEKTa

JeiicTBue Onucanue
SELECT YUmenue NaHHBIX 00BEKTA
INSERT /lobasneHue HOBBIX JaHHBIX B O0OBEKT
DELETE Yoanenue HEKOTOPHIX/BCEX TAHHBIX 00OBEKTA
UPDATE Uszmenenue naHHbIX 00BEKTA
ALTER H3zmenenue gusuyeckoii/nocuueckou cmpykmypsl 6a30Boi TaOIULIBI

(M3MeHeHHe pa3MepoB U unciia (aityioB TaOIHIIbI, BBEACHUE TOTIOJIHUTEILHOTO
CTOJIOIA M T.IT.)

INDEX Coszoanuelyoanenue unoexcos Ha CTOJIOIBI 0a30BOM TAOIHIIBI

REFERENCE 3anpewenuelpaspewienue coz0asams ccobliku Ha CTOIOEI (CTONOIBI) TaOTHITBI
BACKUP 3anpewenuel/pazpewenue apxusuposarus 00bexTOB BJ]

ALL Bce Bo3MOKHBIE IEUCTBUA, T.€. BCE NPEABIAYIIME NEUCTBUS BMECTE B3AThIC

Paspemenne Tex WM MHBIX IEHCTBHIA HaJ 00BEKTOM ISl KAKOTO-TO CYyOBEKTa — IMpeporaTuBa
Blazienbla 3Toro oobbekra. Tonbko cyObeKkT-Biajenel; OObeKTa MOXeT (pUCYHOK 1)
[IPEOCTaBUTh HEKOTOPHIE/BCE IIPaBa Ha 3TOT OOBEKT APYTUM (U Jake BCEM) CyObeKTaMm.
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IIpaBuna pasrpanuyeHust 10cTyna

Resource-cybLekT

- CyBBekT

CBLekT

MpegocTaEneHMe

Npae Ha caod 0BberT CyBbeKT

Resource-cybbekT

MpenocTaen EHUE NPAE Ha

ObbekT caotl 0 BoerT

Pucynok 1. Cxema npsmoit nepenaun nocryna B CYB/[ JIMHTEP

B cepbe3nbix B/, rae MHOTO (ThICSIUM) CyObEKTOB U OOBEKTOB, OUEHb CIOXKHO OIpPENeIsATh
BO3MOXKHOCTH (MJIM TIpaBa) KaXKJIOTo CyObeKkTa mpu padoTe ¢ KaxabiM 0o0bekToM. [lns
ynpoiueHus 3toi npouenypsl B IMHTEP peanuzosan anmnapar ponei.

Ponp — 5T0 MMeHOBaHHBIII Ha0op mpaB Ha MHOxKecTBO 00bexkTOB bJl. BBeneHHble
ponu pa3buBaroT Bcex mnoib3oBateneil b/l Ha rpymmel. Te, koMy npucBoeHa (Ha3HaueHa)
oIpe/iesIeHHast poJib, 00pa3yroT €CTECTBEHHYIO IPYIIITY.

HpI/I pa60Te C IIPUBUJICTUAMMU POJIb PACCMATPUBACTCA CHa4YaJla KaK IOJIb30BaTCJIb NI Cy'6’beKT.
Bnanpenen Toro uim MHOTO 00BeKTa EZ[ Ha3HA4YaeT TOT WIM WHOM BHU] A0CTylIa IJid pOJIr
KaK IJId MpOCTOr0 IOJIb30BATCIIA. Ilocne TOT0, KaK pOJIb Bo6pana B cecOs Bce TpeGyeMble
BO3MOXHOCTH, OHA MOXXET OBITh MPUCBOCHA ITOJIB30BATCIIIO UJIU I'PYIIIIC MOJIb30BaTENEH.

Wtak, MHULMATOPOM IepeJadn/OrpaHUYeHHs MpaB MOTYT OBITh TOJIBKO BIIAJEIbIIbI
MH(OPMALIUH, TOJIBKO BIIAJEbIbl 00BEKTOB. B 3TOM U NposBIsSETCSI NPUHIMI OTPAHUYEHUS
PacnpoCcTpaHeHusl NMPaB Ha JIOCTYIL.

Pone MoOkeT OBITH NMPUCBOCHA HE TOJIBKO MOJB30BATENIO, HO U JPYrol ponu, obpasys
uepapxuro. IMerIytocs y moib30BaTelis poib (POIH) MOKHO OTHSITh.

C noMo1pto anmnapara pojae MOKHO CTPOUTDH HE TOJIBKO MEPAPXUUYECKNE B3AUMOOTHOILICHUS
nojb3oBaTeneil (CTapmmidi — MOJYMHEHHBIN), HO M BOOOIIE MPOU3BOJIBHYIO CTPYKTYpPY
JOCTyTIA.

Bo3HuKaT €CTeCTBEHHBIS BOIIPOCHI O TOM:

1) KTO MOXET co3/1aTh poJib?

2) KTO UMCCT IIPABO HA3HAYUTH UJIN OTHATH pOJ'IB?
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© Mopaeasn 3amuThl AaHHbIX. AO HIII «PEJIIKC», 1990-2026
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Pucynok 2. Cxema nocrpoenus poneit B CYB/[ JIMHTEP
W3 pucyHka 2 cienyer, 4To:

1) co3narb posib (M, 3HAYUT CTaTh €€ BIIa/eNblieM) MOXKET TOJNbKO cyObekT DBA-kareropuu;

2) Ha3HAYUThL/OTHATh POJIb MOXKET TOJIBKO €€ Bna/:[eﬂeu/ CO3aaTcClIb.

OTCIOI[a CJICAYCT CUIC U TO, YTO BJIAACJIBIIBI 00BEKTOB MOTYT BCCraa B IPOLECCC pa6OTBI
OTMCHHUTL HCKOTOPLIC IIpaBa, paHCC HAaHHBIC POJIAM, YTO IIOBJICUCT 34 co00i HM3MEHEHHUE
HUCpapXuu IpaB HA 0oJiee BBICOKUX YPOBHAX.

AHAIOTUYHO, CYOBEKTHI-aIMUHHCTPATOPBl MOTYT OTHSTH HEKOTOpPhIE CBOM POJIH, paHee
Ha3Ha4YeHHbIe 00Jee BEPXHUM POJISIM, U 3TO TAK)Ke MOBJIEYET 3a cO00M U3MEHEHHE HepapXuu
pas.

Wrak, B CYBJl JINMHTEP npucyTcTBYIOT 1BE€ CXEMBI IIEPEAUX IIPAB: HANPSIMYIO U KOCBEHHO,
yepes anmnapar poseil. [Ippuem o0e 3TH cxeMbl MOXKHO HCIIOIB30BaTh B COBOKYITHOCTH.

B Hpumeuanus

1. Ins nocryna k oObekTy B/l ¢ TpeOyemoil mpuBuiervei naHHash HNPUBHIETHS JOJDKHA
OBITh Ha3HA4YECHA IOJB30BATENIO0 JIMOO C MOMOINBI0 MEXaHW3Ma Ha3HAYCHHS NPUBHICTHN
MOJI30BATEISIM, JTUOO C IOMOINBIO MEXaHM3Ma HA3HAYCHHS TPHUBHJIETUH pOJH, IPH
Ha3HAYE€HUU STOM pPOJIM IOJIb30BATEN0, JMOO MpU HA3HAUEHUU MPUBMIIETHU JOCTyHa K
0o0bekTy PUBLIC (mox PUBLIC umeeTcs B BUAy KOMaH/Aa Buaa 'grant <mpUBWICTHS> On
<o0bexr> to PUBLIC").

To ecTb, Ay monb3oBarenst AEHCTBYET COBOKYNHOCTh (OOBEIMHEHHE) BCEX NPUBHIIETHM
JTUCKPEIIMOHHOIO JOCTyIa: IOJYYCHHBIX HampsMyro, 4epe3 poau, dyepe3 PUBLIC m
MIPUBUJIETUH, KOTOPBIE OH MMEET, KaK BIa/ieer] 00bEKTOB.
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2. I[OCTyH KO BCEM 06’beKTaM, noaACPKUBACMbBIM CHCTEMOM BO3MOXKEH TOJBKO q9Cpe3 MEXaHNU3M

KOHTPOJIAA JOCTYyIIA U TOJIBKO JJISA TCX CY6’BCKTOB, KOTOPBIC 3apCTrUCTPHUPOBAHBI B CUCTCME.

MaHaaTHbIM NPUMHLUN KOHTPONA gocTyna

B Hpumeuanue

[Monpnepxusaercs Tonsko B CYB/] JIMHTEP BACTUOH.

MaHaTHBIA PUHITUI KOHTPOJISI JIOCTYIa OCHOBAH HA PasTpaHHYCHUH JIOCTYIa CyOhEKTOB
K 00bEKTaM C TIOMOIIbIO HAa3HAYEHUS MemKU KOHpuoeHyuarvHocmu (Memxu 0ocmyna) nis
nHpopmaIuu, conepkamieicsi B 00beKTax, U Bbiaue OPHUIIMATBHBIX pa3perieHuit (JomycKa)

cyObekTaM Ha oOpareHue K nH(OpMaIuu Takoro ypoBHS KOH(PUICHIIMATHHOCTH.

MeTka 1ocTyna XpaHUTCs BMECTE ¢ OObEKTOM 3alllUThl U UTPAET BaKHYIO POJIb IPU KOHTPOJIE

JIOCTyTa cyObeKTa K HHGOPMAIMK IIOMEYEHHOTO 00BEKTA.

1) [ns nmonb3oBatens (CyObekTa) BBOASATCS CIEAYIONIME YPOBHH JOCTYyIA!

* RAL-ypoBens noctymna. [lons3zoBatens umeeT noctyn K uHpopmaiuu, RAL-ypoBeHb
KOTOPOI1 HE BbIIIE €r0 COOCTBEHHOT'O YPOBHS JOCTYIIA;

* WAL-ypoBeHb 10BepHs Ha MOHMWKEHHE YPOBHS KOHpuUAeHIHaIbHOCTU. [lonbp3oBarens
HE MOXXET BHOCHTH MH(popMaiuio ¢ ypoBHeM noctyna (RAL) Oonee Hu3KHM, ueM
nanHblii WA L-ypoBeHb oJIb30BatTeNs. T.€. MoIb30BaTelb HE MOXKET CAENaTh JOCTYITHYIO
eMy nH(popMaIuio MeHee KOHQUICHIIMATBLHOM, YeM YKa3aHO B IaHHOM IapaMeTpe.

WAL-ypoBeHb T0OBepHs MTOTH30BATENS BBEJICH JIJISl TOTO, YTOOBI OTPAHUYHTH BOBMOYKHOCTH
MOJIB30BATENIsI, MMEIONIET0 BBICOKHH ypoBeHb aoctyna (RAL), BHOCHTH Kakyro-mu0o
UHPOPMAIUIO ¢ O0JIee HU3KHM YPOBHEM CEKPETHOCTH. JTa BO3MOXKHOCTh H OTIPEIIEIISICTCS
YPOBHEM JIOBEpHsI, IMOKA3bIBAIOIIMM HACKOJILKO HA CaMOM Jielie MOXHO JOBEpPSThH
MOJTH30BATEI0, HMEIONIEMY JTOCTYI K CEKPETHBIM JaHHBIM, B TOM, YTO OH HE CTaHET HX
pacceKkpeunBarh.

B npenensHom ciayyae WAL-ypoBeHb MONB30BaTeNss MOXKET OBITh paBeH WM Jake
BhIie ero RAL-yposus. [locinennee MoxkeT UMETh MECTO IS MOJIb30BaTeNel (Harmpumep,
AHAUMUKOB), KOTOPBIM pa3pelieH0 BUAECTh M AaHAIW3UpPOBaTh HMH(OPMALIKIO, HO
3aIpelleHo ee 3amuChIBaTh (MM, 110 KpaiHel Mepe, pa3pelieHo 3amCchIBaTh TOJIBKO ¢ Ooee
BBICOKHM YPOBHEM CEKPETHOCTH).

2) Jlnsg nadopmaruu (aHHBIX ) BBOJATCS CIAEAYIOIIME YPOBHH JIOCTYTIA!

* RAL-ypoBens urenus. HpopManus MoKeT ObITh MPOYMTAHA MOJb30BaTeneM, RAL-
YpOBEHB KOTOpOro He HKE RAL-ypoBHs nHpOpManuu (T.€. MOJIb30BaTEIeM, UMEIOIIUM
HEOOXOMMBIN YPOBEHb JIOCTYTIA);

* WAL-ypoBeHb ICHHOCTH WJIM YPOBEHB JOCTYIIa Ha 3aMuch (MOIU(HUKAINIO, yIATICHHE).
WNupopmarus moxer ObITh MOIU(pULIpOBaHa (yasieHa) rnoyib3osareneM, RAL-ypoBeHb
kotoporo He Huxke WAL-ypoBHS MoauduirpyeMoit HHPOpMaIuu.

3) Juis TabauIl ¥ UX CTOJIOIIOB BBOISTCS CIICAYIONIUE YPOBHH JOCTYTIA:

* RAL-ypoBeHb uTeHus. YKa3blBa€T MUHUMAJIbHBII ypOBEHb JOCTyNa MOJIb30BAaTENs
(RAL), koTopbIit HEOOXOAMM TSI TIOTYYCHHS JTIFOOBIX JAaHHBIX M3 TaOIUIIB (CTONOIA), T.C.
RAL-ypoBeHb 1 Tabnuil ¥ cTOJIOLOB 10 CMBICTY HaeHTHYeH RAL-ypOBHIO JaHHBIX;

* WAL-ypoBens 3anucu. OrpaHn4uBaeT CHU3Y YpOBeHb UTeHus JaHHbIX (RAL), koTopbie
MOTYT OBITh TOMEIIEHBI B TAOTUILY.
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ITpu MaHAATHOM KOHTpPOJIE AOCTYIA NI0Ib30BATEIb HE OTPAHUYMBAETCS B [IOBBIIIEHUN YPOBHS
yTeHus AaHHbIX. [Ipu kenanum oH Moxker 3aHocuTh B Bl undopmanuio, RAL-ypoBeHb
KOTOpOH BbIIe ero coOcTtBeHHOro RAL-ypoBHs. B wacTHOCTH, K TakuMm MHOJIb30BATENSIM
MOXHO OTHECTHU KaTeropuio uHpopmamopos, KOTopble UMEIOT caMblif HU3KUi RAL-ypoBeHb.
OHM HEe MOTYT YMTaTh HUKAKOW CEKPETHOM MH(OpMaIMM, HO MOTYT ee 3amuchiBath B B/l
YroObl AaTh UM BO3MOXKHOCTb 3anmuchiBaTh B bJ[ nHdopmarmio ¢ 60siee BHICOKMM ypOBHEM
CEKPETHOCTHU, MOXKHO NOAHATH 3HaYeHHe nx WAL-ypoBHs.

VYpoBHu goctyna cyObekta u oowekta b/l cpaBHuBatorcs CYBJl JIMHTEP npu mombiTke
MONTyYEHUS TOCTYyTa CyObEeKTa K OOBEKTY.

Mertka J0oCTyna HaclieyeTcs OT METKM JIOCTyIHa CyObeKTa MpH CO3JaHHH UM O00bekTa. B
cllyuae U3MCHEHUS JJAHHBIX METKA JIOCTyIa HE MEHSETCS. DTO OTHOCHUTCS TOJIBKO K 3HAYCHUSM
no ymondanuto. [Ipu sSIBHOM 3aJlaHUU 3HAYCHUS OHO MOXKET YKa3bIBaThCSl BMECTE C METKOM
JIOCTYyTIA.

MHoroypoBHeBas 3awimTa

MHOTprOBHCBaH 3alquTa C MNOMOIIBKO METOK HOOCTyIla obOecrieunBaeT pasrpaHuvuCHUC
A0CTyIIa CY6’BCKTOB C pa3jIMYHbIMU IIpaBaMH OOCTYyIa K o0BbeKTaM Ppa3JINYHBIX ypOBHeﬁ
KOH(I)I/II[CHI_II/IELHBHOCTI/I.

VYpoBHHM (I0CTyNA ¥ IIEHHOCTH), BXOJSIINE B METKY JJOCTYTIA 3aIIUIIAeMbIX 00bEKTOB, KakK pa3
Y TIPU3BaHbl 00ECTIEUUTh MO00HYI0 MHOTOYPOBHEBYIO 3aIUTY.

[Tpu 3TOM HE TONBKO OOBEKTHI Pa30UTHI HA YPOBHH, HO U CyOBEKTHI.
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PekomeHaauumn no co3aaHuno/uameHenuto NPA

Hwxe npuBeaeHs! TpUMEPHI 110 CO3TAHHUIO U/WIH U3MEHECHHIO TIPAB pa3rpaHUYEHUs JOCTYIIA.
B kaxmom mpumepe koHburypanuu KC3 B/l cymecTByeT BBIIEICHHBIM IOJIB30BATEIb —
Brnagenen bJl. On cosmaercs mpu renepauun b/ ¢ momompio ytunutel gendb. Mwms
BJajiebIia 0a3bl JaHHBIX 10 yMomdanuo SY STEM.

BosmoxkHo coznanue b/l 6e3 sBHOTO yka3aHus UMeHHU Biaaembia b/

GENDB> CREATE DATABASE "TEST" PASSWORD "12345678";

Bnanenen b/l momygaer umst SYSTEM (1o ymonmuanuro) u mapoib 12345678.

CnpaBo4yHasa B[]l ogHoro agMuMHuUcTpaTopa

Bce cyObexTsl 1 Bce 00bekThl b/l co3narorcs oJHIM aIMUHUCTPATOPOM.

Bce nonb3oBarenu nomyuaror kareropuro Connect. Ha Bce o0bektsl B/l uM Ha3HavaeTcs
NpUBHUJIETHA Select.

J1st Takoro KOHPUTypUPOBAHUS AIMUHUCTPATOP CO3IAET POJIb:

CREATE ROLE Select Role;

3areM 3TOl posiu mpUcBarMBaeTcs NpuBmierus Select Ha Bce Tabnuubl B/

GRANT SELECT ON Table Name 1 TO Select Role;
GRANT SELECT ON Table Name 2 TO Select Role;
GRANT SELECT ON Table Name 3 TO Select Role;

Table Name N —wumena tabmun bJI. AnMuHHCTpaTop SBISETCS BlaJeIbLEeM dTUX TaOIuI.

Teneps, nmocne co3aanus HOBOTO MONB30BaTeNs (Hanpumep, Userl), eMy Ha3HA4aeTCs pollb
Select Role:

GRANT ROLE Select Role TO Userl;

B sTOM citydyae HOBBIN MOJIB30BATENb MOTYYaeT NPUBUIIETHIO Select Ha Bce 00bekThl B/I.

B stom npumepe monudukanuio tabaui b/l, nsmMeHenne ux cTpyKTyphbl, CO3JaHIE UHEKCOB,
CO3/IaHUE HOBBIX TaONMIl MOXET MPOU3BOJUTH TOJIBKO aJIMUHUCTPATOP, SIBISIOIIUNCS
BJIa/IeJIbIIEM BCEX TaOMHII.

AaomuHucTpaTop u Connect-nonb3oBartenu

Bce cyObexTbl u Bce 00bekThl B/l (kak M B mpensiaylieM pasiesie) CO3Aal0TCS OIHUM
aAMUHUCTPATOPOM.

Bce ocranpHble monb3oBaTenu uMeroT Connect-KaTeropuio, HO pa3iIMYHBbIC TPUBUIICTHH,
oOpasys ABe rpymIbl:

1) monwp3oBaTenu, UMEIOIIME NpuBWIETHH Select+Insert+Deletet+Update Ha Bce
TaOJIMIEI;
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2) MMOJIb30BAaTCJIN, UMCIOIIUC TOJILKO ITPUBUIICTUIO Select Ha BCce Ta6J'II/II_ILI.

Jnst Takoro KOHPUTYpPUPOBAHUS AIMUHUCTPATOP co3aaeT 2 ponu: ST DU Roleun S Role.

CREATE ROLE S Role;
CREATE ROLE SIDU Role;

3areM 3TUM POJISAM IIPHUCBAUBAKOTCS COOTBCTCTBYIOIUEC ITPUBUJICTUH HA BCC Ta6J'II/H_[BI BI[

GRANT SELECT ON Table Name 1 TO S Role;

GRANT SELECT ON Table Name 2 TO S Role;

GRANT SELECT ON Table Name 3 TO S Role;

GRANT SELECT, INSERT, UPDATE, DELETE ON Table_Name_l TO
SIDU Role;

GRANT SELECT, INSERT, UPDATE, DELETE ON Table_Name_Z TO
SIDU Role;

GRANT SELECT, INSERT, UPDATE, DELETE ON Table_Name_3 TO
SIDU Role;

Tenepsr monb3oBarento Userl, BBOAUMOMY B CHUCTEMY, MOXXHO Ha3HAYUTh OJIHY W3 JABYX
poJieii, T.e. OTHPAaBUTH €ro B OAHY U3 0003HAUEHHBIX TPYIIIL.

JIJ'ISI OTOI'0 HY?KHO BBIIIOJITHUTH OAWH M3 3alIpOCOB

GRANT ROLE S Role TO Userl;

JUIS TIEPEBOJIA B IIEPBYIO IPYIIILY U
GRANT ROLE SIDU Role TO Userl;

JUIsl IEPEBOJIA BO BTOPYIO.
U B 5TOM mipriMepe BiIaJIeNbIeM BCeX 00BEKTOB SBISETCS aMHUHHCTPATOP. TOIBKO OH MOXKET

CO3/71aBaTh HOBBIE TAOIHIIbI, U3MEHATH CTPYKTYPY cTapbix. Moandukauio Tabiamil y)Ke MOTyT
NPOU3BOJUTH CHEUATbHO Ha3HAUCHHBIE M10JIb30BaTENN (M3 BTOPOU TPYIIIIHI)

AOMUHUCTPaATOP U ABa He3aBUCUMbIX oTaena

[Tycts B/] mpuHamie)KuT OpraHu3aluy, UMEIOIIe B CBOeM cocTaBe 2 U 0ojee OTAENOB,
KaXIbIH U3 KOTOPBIX UMEET CBOU TaOMUIIBI, JOCTYI K KOTOPBIM JOJDKEH OBITH 3aKPBIT IS
COTPYIHUKOB IPYTHX OTAEIOB.

COTI)YI[HI/IKI/I KaXXJ10T0 OTACTIa UMCIOT ITPHUBUJICTUIO YTCHUA U3 Ta6J'II/II_I CBOCTO OTACIIA.

JL1st KaXKIoro OTJIesa CO3/1aeTCs POJib, KOTOPOW Ha3HAYaeTCs MPUBUIIETHSA Select TOIbKO Ha
TaOMHIIBI, C KOTOPBIMU HEOOXOIUMO paboTaTh B JAHHOM OTJIETIE.

CREATE ROLE Select Sectl;
GRANT SELECT ON Tablel Sectl TO Select Sectl;
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GRANT SELECT ON Table2 Sectl
GRANT SELECT ON Table3 Sectl
CREATE ROLE Select Sect2;

GRANT SELECT ON Tablel Sect2
GRANT SELECT ON TableZ Sect2
GRANT SELECT ON Table3 Sect2

TO
TO

TO
TO
TO

3areM 3TH POJIN HA3HAYACTCH IOJIb30BATCIIAM.

Select Sectl;
Select Sectl;

Select Sect2;
Select Sect2;
Select Sect2;

Ecimu none3oBarens User Name NPUHAT B IEPBLIM OTAEN, TO HY)KHO BBIITIOJHHUTE 3alIPOC

GRANT ROLE Select Sectl TO User Name;

Ecnu Bo Bropo, To 3amnpoc

GRANT ROLE Select Sect2 TO User Name;

B stom npumepe moaudukamuro tTadnun bl, m3MeHeHue ux CTpyKTypbl, CO3JaHHe HHIEKCOB,
CO3JJaHHE HOBBIX TAOIHUI] MOKET MPOHM3BOAMTH TOJBKO aaMuHUcTparop BJI, sBisrommuiics

BJIaACIBLEM BCEX Ta6JII/II_I.

[1Ba HepaBHoOMNpaBHbLIX oTAENa

Paccmorpum B/l opranuzaiuu, uMmeromeid B CBOEM COCTaBe 2 OT/AeNa, KaXAbld U3 KOTOPBIX
umeeT cBou TaOnuupbl. COTPYIHUKHM KaXJOrO M3 3TUX OTAEIOB HMMEIOT INOJHBIA AOCTYI
K TabnumaMm cBoero otaena. Kpome toro, corpyaauku otaena Nel MMEIOT MpaBO YUTATh

Tabimuie! otaeira No2.

Jist KaXIoro OoTAeNia COo37aeTcs poJib, KOTOPOW HasHawaercs mpuBmierus All (TONHBIH
JIOCTYTI) Ha TAOJIUIIBI, C KOTOPEIMU HEOOXOTUMO padoTaTh B IAHHOM OT/IEJE.

CREATE ROLE Sect N1;

GRANT ALL ON Tablel Sect N1
GRANT ALL ON Table2 Sect N1
GRANT ALL ON Table3 Sect N1
CREATE ROLE Sect N2;

GRANT ALL ON Tablel Sect N2
GRANT ALL ON Table2 Sect N2
GRANT ALL ON Table3 Sect N2

TO
TO
TO

TO
TO
TO

Sect N1;
Sect N1;
Sect N1;

Sect N2;
Sect N2;
Sect N2;

3arem nyst posu otaena Nel mo6aBisieTcsi BOSMOXKHOCTh UTE€HHUs TaOmuIl oTaena Ne2,

GRANT SELECT ON Tablel Sect N2 TO Sect N1;
GRANT SELECT ON Table2 Sect N2 TO Sect N1;
GRANT SELECT ON Table3 Sect N2 TO Sect NI;

I[anee KaXXIO0MY IIOJIB30BATCIIIO HA3HAYACTCA POJIb B 3aBUCUMOCTHU OT OTACIIA, B KOTOPOM OH

paboraer.
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Bnanensnem Bcex Ta6J'II/II_[ SABJIACTCA aAMUHUCTPATOP. Tonbko OH MOXET CO37aBaTh HOBBIC
Ta6J'II/II_ILI U BBOAUTH HOBBIX I10JIb30BaTEIICH.

UHdopmaTopbl, BepupukaTopbl U aHaNNTUKN

YacTo ucnosnb3yemasi y HaC B CTpaHe U 3a pyOekoM cucTeMa pa3rpaHMYeHHs MOJTHOMOYMN
npu cOope KoH(UIEHINATBHON HHPOPMAIUH, KOTAA UuHpopmamopbl, T.e. T€, KTO COOUPAIOT
U 3aHOCSAT UH(OPMAIIHIO, MOTYT TOJIBKO BHOCHTH HOBYIO HH(OPMAIIUIO, HO HE UMEIOT MPaBO
YUTaTh €.

WudopmaropaM gacTo 3ampeniaeTcs BUAETh HENbHYI0 KapTUHY, 3TO YN TaK Ha3bIBAEMBIX
ananumukos, B QyHKIIUN KOTOPBIX BXOJUT 00paboTKa M aHAIN3 COOpaHHONW MH(POPMAITUH.

Onnako Mexay wuH(pOpMAaTOpaMH U aHAIUTUKAMH JIOJDKHO CTOSTH €IIe OJHO 3BEHO —
3TO TOJIB30BATENN € (QYHKIMSIMU IPOBEPKH, T.€. epughuxamopsi. BepuduxkaTopsl 1OIKHBI
MPOM3BOJNTH, BO-TIEPBBIX, MPOBEPKY BBEACHHBIX HH(POpMaTopamu (HakToOB, BO-BTOPHIX,
NEPBUYHYIO 00pabOTKy (Harmpumep, 00e3TMIMBaHne (aKTOB).

CnenoBarensHO, Bepu(pUKAaTOpaM JODKHBI OBITH pa3pelieHbl BbIOOpKA W3  TaOIHIl
nH(OPMATOPOB U 3aMUCh (C BOZMOXKHOW MOIU(UKAIIMEH) B TAOIHIIB AHATUTUKOB.

OOBIYHO, aHAUTHK Pe3yJIbTaThl aHaJIH3a COOMpAeT B CBOMX TaOIUIAX, JOCTYN K KOTOPBIM
MMEET TOJIBKO OH M HUKTO OOoJIbLIE (JpyTrUe aHAIUTUKU U Jake aIMUHUCTPATOP).

B sTOoM nprumMepe poau Hy’KHO HOCTPOUTH TaK:

* ponb napopmarTopos (Inf Role):

CREATE ROLE Inf Role;

GRANT INSERT ON Inf 1 TO Inf Role;
GRANT INSERT ON Inf 2 TO Inf Role;
GRANT INSERT ON Inf N TO Inf Role;

* pounb Bepudukaropos (Ver Role):

CREATE ROLE Ver Role;

GRANT SELECT ON Inf 1 TO Ver Role;

GRANT SELECT ON Inf 2 TO Ver Role;

GRANT SELECT ON Inf N TO Ver Role;

GRANT SELECT, INSERT,UPDATE ON Ver 1 TO Ver Role;
GRANT SELECT, INSERT,UPDATE ON Ver 2 TO Ver Role;
GRANT SELECT, INSERT,UPDATE ON Ver M TO Ver Role;

* ponb aHaIUTUKOB (Anal Role):

CREATE ROLE Anal Role;
GRANT SELECT ON Ver 1 TO Anal Role;
GRANT SELECT ON Ver 2 TO Anal Role;
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GRANT SELECT ON Ver M TO Anal Role;

HpI/I 9TOM CO3JaHUEC HOBOT'O IT1OJIb30BATCIIA BBIITIAAUT TAK:
* co3gaHue uHpopMaropa:

GRANT CONNECT TO User Name IDENTIFIED BY 'User Password';
GRANT ROLE Inf Role TO User Name;

* co3gaHue BepudukaTopa:

GRANT CONNECT TO User Name IDENTIFIED BY 'User Password';
GRANT ROLE Ver Role TO User Name;

¢ CO3JJaHHMC aHAJIMTHKA:

GRANT RESOURCE TO User Name IDENTIFIED BY 'User Password';
GRANT ROLE Anal Role TO User Name;

O6pan1aeM BHUMAHUEC, 4YTO BJIaACIBIEM BCEX Ta6J'II/III, KpOMC€ AQHAIUTHUYCCKUX, ABJISACTCA
AAMUHUCTPATOP. Ta6n1/1ur,1 C pe3ysibTaTaMH aHaliu3a JaHHBIX CKPBITBI OT BCCX, KPOMC HX
BJIaACIBIICB-aHAJIUTHKOB.

PasrpaHuyeHue goctyna B ogHOM Tabnuue

Korma peus mzaer o mpomakax, TO BO3HHMKAET CHUTyalUs, KOTJa Jaxe B OJHOM Talmuie
9 Ty 9

pa3iIMyHbIE MOJIB30BATENN JOJKHBI "BUAETH'" TONBKO paspelleHHble UM JaHHblE. [Ipuuem

npyrue Tabauibl (HarpuMep, Tabnuia Kypca BajioT) JOCTYIHbI BceM (IyOIYHbIe TaOIHUIIbI).

[TpruMepoM MOKET CITYKUTh ClIeAyromas (HECKOIbKO yIipolieHHast) cxema b/I:

» Tabnuua (Weapon) — oOUMi CIpaBOYHUK BOOPYKCHHH;
* TabnuIa XapakTepUCTUK opyxus (Descriptions);
* Tabnuia Kypca BaltoT (Currency).

Bo-miepBbIX, co BTOpo# Tabnuieir OyaeT paboTaTh Tpymma y3KUX CHEIUATUCTOB, KOTOPHIM
BOBCE He3aueM "BUIETh'" TO, B YeM OHU HE Pa30UpParoTCsl.

Jns sToro Bmamener; Tabnuibl Descriptions AOMKEH cAelaTh W3 HEe HECKOIBKO
npeAcTaBJAeHMIl TI0 YUCITy CTIENUATNCTOB (MU TPYIIN CHEIHAIMCTOB), HAIPUMED, TaK:

CREATE VIEW "Jlerxme TaHxmu" AS
SELECT * FROM Descriptions WHERE Type ='Jlerxkuii TaHK';

CREATE VIEW "TaxeJjwle TaHku" AS
SELECT * FROM Descriptions WHERE Type ='TsaxeJell TaHK';
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Pexomenpanuu no co3nanuio/msmenenuio IPJI

CREATE VIEW "UcTpeburenu" AS
SELECT * FROM Descriptions WHERE Type ='lcTpeburens';

Kpome Toro, B rpynne TEXHUYECKMX M MAPKETUHIOBBIX CHELUAINCTOB, MPEACTABISAIONINX,
CKa)keM, CaMOJIETBI-UCTPEOUTENH, TAK)KE BO3MOXKHO pasziesieHue 1o AocTymy. He Bce cTon6ubt
(uuTail He BCce XapaKTEPUCTHKH) MPEACTABICHUS VICcTpeOrTesn JOIKHBI ObITh TOCTYITHbI
BCEM CyObEKTaM TPpyIIIbL.

Hanpumep, Takue XapakTEpUCTHUKH, KaK WHCTUTYT-pa3paOdOTUYMK WIH 3aBOJ-H3TOTOBUTEIND
MO>KHO BBIOMpAaTh TOJBKO B HCKIIOUUTENBHBIX CIIy4asx, KOTJAa HEOOXOAMMA CBS3b JUIS
nonyueHus: 6osee TOHKOM (MOTHOM) TEXHUYECKON WM MTPOAAKHON HH(OpMAIIUH.

OTO TaKke MOXKHO cIeNlaTh ¢ MOMOIIbIO MpeAacTaBieHuid. B mpenpinymmux View tabnuna
XapaKTEepUCTUK OPYKUA pa30uTa Ha YacTH MO cTpoKaM. B kaxyro U3 gacteil BXOAAT CTPOKH,
OTHOCSIIHECS TOJIBKO K KAKOMY-TO OJTHOMY THITy BOOpPY>KeHHI. OHAaKO TaOIUIly BOOPYKEHUI
MOXHO pa30WUTh Ha YacTW U MO CTOJNOIAM, a TAaKKe W MO CTpokaMm, W mo cronbuam. K
Ka)XJIOMYy IPEACTaBICHUIO, OTPAXKAIOLIEMy Ty WM MHYIO 4acTh Tabnuipl Descriptions,
MOXHO 0OBIYHBIM 00pa3oM (Kak aJ1si 6a30BOH TaOIMIIbI) YCTAHOBUTH IPABUJIA Pa3rPaHUUEHUS
JoCTyna.

Heckonbko agMUHUCTpPaToOpOB

B B/ MoxeT OBITh CO3AaHO HECKOBKO MOJIb30BaTeNe ¢ mpaBaMu agMuHucTpatopa bJ] (DBA).
Jlist co3ganust TaKOTo MOJIb30BaTelNsi HEOOXOAMMO MOJaTh KOMaH/Y:

GRANT DBA TO User Name IDENTIFIED BY 'User Password';

Use r_Pa ssword — Hapoiab BHOBb CO3aHHOTIO MOJIL30BATENA C UMEHEM Use r_N ame.

Kaxnapiii DBA-monp3oBarens o0nagaeT BCEMH IpaBaMH, JIOCTYIIHBIMH Resource,
Connect U MOXET CO3JaBaTh HOBBIX IIOJIL30BaTENEH.

3I[eCB BO3MOJKHBI JTI00BIC KOM6I/IH2[I_II/II/I C BBIIICU3JIO)KCHHBIMU IIPUMCPAMU.

s obecrieuenust Hajuiexalero ypoHs OesonacHoctu BbJ[ He pexoMmeHayeTcs co3laBaTh
Ooublie 6 Moab30BaTENIEH ¢ ypOBHEM IpaB DBA.
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